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The  King  David  High  School  E -Safety  Pol icy  

 
B a c k g r o u n d   
 

Emerging technologies are now essential to the lives of children and young people in today’s society, both 

within school and in their wider lives.  

The internet coupled with other digital and information technologies open a range of new opportunities; 

electronic communication allow teachers and pupils to work collaboratively, they can stimulate discussion, 

promote creativity and increase awareness of context to promote effective learning. Children and young 

people are entitled to safe internet access.  

The requirement to ensure that children and young people are able to use the internet and other 

communications technologies appropriately and safely is part of the wider duty of care to which all who work 

in school are bound. A school e-safety policy is designed to help to ensure safe and appropriate use. The 

development and implementation of this strategy should encompass all stakeholders in a child’s education, 

including the head teacher, governors, senior management, heads of department, classroom teachers, support 

staff, parents, members of the community and the pupils themselves. 

The use of these tools in school and at home has been shown to raise educational standards and promote pupil 

achievement.  

However, there are inherent and sometimes hidden risks in the use of these technologies, which can put 

children and young people at risk within and outside the school. Some of these dangers may include: 

• Access to illegal, harmful or inappropriate images or other content 

• Unauthorised access to / loss of / sharing of personal information 

• Being subject to grooming by those with whom they make contact on the internet 

• The sharing / distribution of personal images without an individual’s consent or knowledge 

• Inappropriate communication / contact with others, including strangers 

• Cyber-bullying  

• Access to discriminatory  sexist materials, anti-Semitic, anti-Zionist materials, discriminatory materials 

against other groups, including other minorities, such as Muslims, homosexuals etc. as well as misogynistic 

/ misandrisic materials 

• Access to unsuitable video / internet games 

• An inability to evaluate the quality, accuracy and relevance of information on the internet 

• Plagiarism and copyright infringement 

• Illegal downloading of music or video files 

• The potential for excessive use which may impact on the social, emotional and educational development of 

the child or young person 

Many of these risks reflect situations in the off-line world and it is essential that this e-safety policy is used in 

conjunction with other school policies (e.g. behaviour, anti-bullying and child protection policies). 

As ever, it is impossible to eliminate all risks completely. It is therefore essential, through good educational 

provision to build pupils’ resistance to these risks, so that they have the confidence and skills to face and deal 

with them should they arise.  

 

The school must demonstrate that it has put in place all the necessary safeguards that could reasonably be 

expected in order to manage and reduce the risks from emerging technologies. This e-safety policy delineates 

how The King David High School intends to undertake this process, whilst also addressing the wider educational 

issues in order to assist our pupils (and their parents / carers) to be responsible users and stay safe as they use 

the internet and other communications technologies for educational, personal and recreational use. 
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D e v e l o p m e n t  /  M o n i t o r i n g  /  R e v i e w  o f  t h i s  Po l i c y  
 

This e-safety policy has been developed by an E-Safety Working Group made up of:  

• School E-Safety Coordinator (Deputy Head Teacher/Child Protection Officer) 

• Head of ICT/Computing 

• ICT/Computing Technician, including the Systems Manager 

• School VLE Manager 

• School Website Manager 

• E-Safety Governor 

 

Consultation with the whole school community has taken place through the following:  

• Staff meetings 

• INSET (Twilight) 

• Survey of the pupil body 

• Governors meeting / sub-committee meeting  

• School website 

 

S c h e d u l e  fo r  D e v e l o p m e n t  /  M o n i t o r i n g  /  R e v i e w  
 

This e-safety policy was approved by the Governing 

Body / Governors Sub-Committee on: 

TBA 

The implementation of this e-safety policy will be 

monitored by the: 

E-Safety Working Group 

Monitoring will take place at regular intervals: Bi-annually in the Autumn and Summer 

terms of the academic year 

The Governing Body / Governors Sub-Committee will 

receive a report on the implementation of the e-

safety policy generated by the monitoring group 

(which will include anonymous details of e-safety 

incidents) at regular intervals: 

Bi-annually in the Autumn and Summer 

terms of the academic year 

The E-Safety Policy will be reviewed annually, or more 

regularly in the light of any significant new 

developments in the use of the technologies, new 

threats to e-safety or incidents that have taken place. 

The next anticipated review date will be: 

Summer term 2014 

Should serious e-safety incidents take place, the 

following external persons / agencies should be 

informed: 

LA Computing Manager, LA Child 

Protection Officer, Police 

Commissioner’s Office 

 
The school will monitor the impact of the policy using:  

• Logs of reported incidents 

• Internal monitoring data for network activity 

• Surveys of  

• Pupils 

• Parents / Carers  

• Staff 
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S c o p e  o f  t h e  Po l i c y  
 

This policy applies to all members of the school community (including staff, pupils, volunteers, parents / carers, 

visitors, community users) who have access to and are users of school Computing systems, both in and out of 

school. 

The Education and Inspections Act 2006 empowers Head Teachers, as far as is reasonable, to regulate the 

behaviour of pupils when they are off the school site and empowers members of staff to impose disciplinary 

penalties for inappropriate behaviour. This is relevant to incidents of cyber-bullying or other e-safety incidents 

covered by this policy, which may take place outside school, but is linked to the membership of the school.   

The King David High School will deal with applicable incidents and associated behaviour (including incidents 

applicable to anti-bullying policies) and will, where known, inform parents / carers of incidents of inappropriate 

e-safety behaviour that occur outside school. 

R o l e s  a n d  R e s p o n s i b i l i t i e s  
 

The following section outlines the roles and responsibilities for e-safety of individuals and groups within the 

school:  

Governors:   
Governors are responsible for the approval of the E-Safety Policy and for reviewing the effectiveness of the 

policy. This will be carried out by the Governors receiving regular information about e-safety incidents and 

monitoring reports. A member of the Governing Body has taken on the role of E-Safety Governor. The role of 

the E-Safety Governor will include:   

• Regular meetings with the E-Safety Officer 

• Regular monitoring of e-safety incident logs 

• Regular monitoring of filtering / change control logs 

• Reporting to relevant Governor’s committee 

Head Teacher  and Senior  Management  Team:  
• The Head teacher is responsible for ensuring the-Safety (including e-safety) of members of the school 

community, though the day-to-day responsibility for e-safety will be delegated to the E-Safety Officer. 

• The Head Teacher is responsible for ensuring that the E-Safety Coordinator and other relevant staff receive 

suitable CPD to enable them to carry out their e-safety roles and to train other colleagues, as relevant 

• The Head teacher will ensure that there is a system in place to allow for monitoring and support of those in 

school who carry out the internal e-safety monitoring role. This is to provide a safety net and also support 

to those colleagues who take on important monitoring roles. 

• The Head teacher will receive regular monitoring reports from the E-Safety Officer and convey these to the 

Senior Management Team, including the Child Protection Officer, as appropriate. 

• The Head teacher and other members of the Senior Management Team should be aware of the procedures 

to be followed in the event of a serious e-safety allegation being made against a member of staff.  
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E-Safety Coordinator :   
• Leads the E-Safety Working Group 

• Takes day-to-day responsibility for e-safety issues and has a leading role in establishing and reviewing the 

school’s e-safety policies and associated documents 

• Ensures that all staff are aware of the procedures that need to be followed in the event of an e-safety 

incident taking place.  

• Provides training and advice for staff and manages the annual e-safety audit at the start of the school year 

• Liaises with the Local Authority 

• Liaises with school technical staff 

• Receives reports of e-safety incidents and creates a log of incidents to inform future e-safety developments 

in conjunction with the Systems Manager  

• Investigates / actions the misuse or attempted misuse of the network / Virtual Learning Environment / 

remote access / e-mail in conjunction with the Systems Manager, based on reports received from the 

Systems Manager / the teaching and support staff and reports to the Head Teacher / Senior Management 

Team for further investigation / action / sanction, as appropriate 

• Regularly liaises with the E-Safety Governor to discuss current issues, review incident logs and filtering / 

change control logs 

• Reports regularly to the Head Teacher 

 

Technical  Staf f :   
The Systems Manager is responsible for ensuring:  

• That the school’s Computing infrastructure is secure and is not open to misuse or malicious attack 

• That the school meets the e-safety technical requirements outlined in the School Security Policy and 

Acceptable Use Policy and any relevant Local Authority E-Safety Policy and guidance 

• That users may only access the school’s networks through a properly enforced password protection policy, 

in which passwords are regularly changed 

• That liaising with the Local Authority, regarding the application of the Local Authority filtering policy, is 

undertaken to ensure that its implementation is balanced to provide internet filtering that is not over-

restrictive and give pupils, in particular, the opportunities to build intelligent resilience to the risks that 

could arise 

• That she keeps up-to-date with e-safety technical information in order to effectively carry out her e-safety 

role and to inform and update others as relevant 

• That the use of the network / Virtual Learning Environment / remote access / e-mail is regularly monitored 

in order that any misuse or attempted misuse can be reported to the E-Safety Officer for further 

investigation / action / sanction, as appropriate 

• That monitoring software / systems are implemented and updated as agreed in school policies 

• That she investigates / actions the misuse or attempted misuse of the network / Virtual Learning 

Environment / remote access / e-mail in conjunction with the E-Safety Officer, based on reports received 

from the E-Safety Officer / the teaching and support staff and reports to the E-Safety Officer / Head Teacher 

/ Senior Management Team for further investigation / action / sanction, as appropriate 

 

Teaching and Support  Staf f  
• Are responsible for ensuring that they have an up-to-date awareness of e-safety matters and of the current 

school e-safety policy and practices 

• They have read, understood and signed the school Staff Acceptable Use Policy 

• They report any suspected misuse or problem to the E-Safety Officer / Systems Manager for further 

investigation / action / sanction  

• Digital communications with pupils (e-mail / Virtual Learning Environment / voice) should be on a 

professional level and only carried out using official school systems  

• E-safety issues are embedded in all aspects of the curriculum and other school activities  

• Pupils understand and follow the school e-safety and acceptable use policy 
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• Pupils have a good understanding of research skills, are able to evaluate the quality, accuracy and relevance 

of information on the internet, are aware of the need to avoid plagiarism and uphold copyright regulations 

• They monitor Computing activity in lessons, extra-curricular and extended school activities  

• They are aware of e-safety issues related to the use of mobile phones, cameras and hand-held devices and 

that they monitor their use and implement current school policies with regard to these devices 

• In lessons where internet use is pre-planned, teachers should use their professional judgment to decide to 

what extent pupils should be guided to sites checked as suitable for their use and to what extent pupils 

should be able to develop their own resilience.  If any unsuitable material is found as a result of internet 

searches, the teacher needs to be able to explain why it is unsuitable (if necessary obtaining guidance 

support from the Head Teacher in conjunction with relevant rabbinical authorities within school).  The 

details of the site which presented the unsuitable material should be conveyed as soon as possible to the E-

Safety Officer / Systems Manager for updating the log and making a decision regarding changes to the 

filtering permissions and need to report to the relevant authorities, as appropriate. 

Chi ld  Protection Off icer  
Should be trained in e-safety issues and be aware of the potential for serious child protection issues to arise 

from: 

• Sharing of personal data  

• Access to illegal / inappropriate materials 

• Inappropriate on-line contact with adults / strangers 

• Potential or actual incidents of grooming 

• Cyber-bullying 

 

E-Safety Working Group  
Members of the E-safety working group will assist the E-Safety Coordinator (or other relevant person, as above) 

with: 

• The production / review / monitoring of the school e-safety policy 

• The review / monitoring of the application of the Local Authority filtering policy 

 

Pupi ls:  
• Are responsible for using the school computer systems in accordance with the Pupil Acceptable Use Policy, 

which they will be expected to sign before being given access to school systems 

• Have a good understanding of research skills, are able to evaluate the quality, accuracy and relevance of 

information on the internet, are aware of the need to avoid plagiarism and uphold copyright regulations 

• Need to understand the importance of reporting abuse, misuse or access to inappropriate materials and 

know how to do so 

• Will be expected to know and understand school policies on the use of mobile phones, digital cameras and 

hand held devices.  

• They should also know and understand school policies on the taking / use of images and on cyber-bullying. 

• Should understand the importance of adopting good e-safety practice when using digital technologies out 

of school and realise that the school’s E-Safety Policy covers their actions outside school, if related to their 

membership of the school 
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Parents  /  Carers   
Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet / 

mobile devices in an appropriate way. Research shows that many parents and carers do not fully understand 

the issues and are less experienced in the use of Computing than their children. The school will therefore take 

every opportunity to help parents understand these issues through parents’ evenings, letters, website and 

information about national / local e-safety campaigns / literature.  Parents and carers will be responsible for: 

• Endorsing (by signature) the Pupil Acceptable Use Policy 

• Accessing the school website / VLE / on-line pupil records in accordance with the relevant school 

Acceptable Use Policy 
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P o l i c y  S t a t e m e n t s  
 

Educat ion –  Pupi ls   
Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils to 

take a responsible approach.  The education of pupils in e-safety is therefore an essential part of the school’s e-

safety provision. Children and young people need the help and support of the school to recognise and avoid e-

safety risks and build their resilience. 

 

E-Safety education will be provided in the following ways:  

• A planned e-safety programme should be provided as part of Computing / PHSE / other lessons / 

assemblies and should be regularly revisited – this will cover both the use of Computing and emerging 

technologies in school and outside school 

• Key e-safety messages should be reinforced as part of a planned programme of assemblies and tutorial / 

pastoral activities 

• Pupils should be taught in all lessons to be critically aware of the content they access on-line and be guided 

to validate the accuracy of information 

• Pupils should be helped to understand the need for the pupil Acceptable Use Policy and be encouraged to 

adopt safe and responsible use of Computing, the internet and mobile devices both within and outside 

school 

• Pupils should be taught to acknowledge the source of information used and to respect copyright when 

using material accessed on the internet 

• Rules for use of Computing systems / internet will be posted in all rooms with computer / WIFI access 

• Staff should act as good role models in their use of Computing, the internet and mobile devices 

Educat ion –  Parents /  Carers   
Many parents and carers have only a limited understanding of e-safety risks and issues, yet they play an 

essential role in the education of their children and in the monitoring / regulation of the children’s on-line 

experiences. Parents often either underestimate or do not realise how often children and young people come 

across potentially harmful and inappropriate material on the internet and are often unsure about what they 

would do about it. “There is a generational digital divide”. (Byron Report).  

The school will therefore seek to provide information and awareness to parents and carers through:  

• Letters, newsletters, web site 

• Parents evenings and e-safety seminars for parents/carers/wider community  

 

Educat ion & Train ing –  Staf f  
It is essential that all staff receive e-safety training and understand their responsibilities, as outlined in this 

policy. Training will be offered as follows:- 

A planned programme of formal e-safety training will be made available to staff. An audit of the e-safety 

training needs of all staff will be carried out on an annual basis by the E-Safety Officer.  It is expected that some 

staff will identify e-safety as a training need within the performance management process.  

• All new staff should receive e-safety training as part of their induction programme, ensuring that they fully 

understand the school e-safety policy and Acceptable Use Policies 

• This E-Safety policy and its updates will be presented to and discussed by staff in staff / team meetings / 

INSET days. 

• The E-Safety Coordinator will provide advice / guidance / training as required to individuals as required 

• Training and support should be offered to the teaching staff at King David High School’s main feeder 

schools 
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Train ing –  Governors  
Governors should take part in e-safety training / awareness sessions, with particular importance for those who 

are members of any sub-committee / group involved in Computing / e-safety / health and safety / child 

protection. This may be offered in a number of ways: 

• Attendance at training provided by the Local Authority / National Governors Association or other relevant 

organisation.  

• Participation in school training / information sessions for staff or parents 

Technical  – Infrastructure /  Equipment,  F i l ter ing and Monitor ing 
The school will be responsible for ensuring that the school infrastructure is as safe and secure as is reasonably 

possible and that policies and procedures approved within this policy are implemented.  It will also need to 

ensure that the relevant people named in the above sections will be effective in carrying out their e-safety 

responsibilities: 

• School Computing systems will be managed in ways that ensure that the school meets the e-safety technical 

requirements outlined in the school’s Acceptable Use Policy and any relevant Local Authority E-Safety Policy and 

guidance 

• There will be regular reviews and audits of the-Safety and security of school Computing systems 

• Servers, wireless systems and cabling must be securely located and physical access restricted 

• All users will have clearly defined access rights to school Computing systems. Details of the access rights 

available to groups of users will be recorded by the Systems Manager and will be reviewed annually, by the 

E-Safety Working Group 

• All users will be provided with a username and password by the Systems Manager who will keep an up-to-

date record of users and their usernames.  Users will be required to change their password every term or 

when there is suspicion of a breach of access 

• The “master / administrator” passwords for the school Computing system, used by the Systems Manager 

must also be available to the Head Teacher or other nominated member of the Senior Management Team 

and kept in a secure place (e.g. school safe) 

• Users will be made responsible for the security of their username and password, must not allow other users 

to access the systems using their log on details and must immediately report any suspicion or evidence that 

there has been a breach of security 

• Any filtering issues should be reported immediately to the Systems Manager / E-Safety Officer 

• Requests from staff for sites to be removed from the filtered list will be considered by the Systems Manager 

and if the request is agreed, this action will be recorded and logs of such actions shall be reviewed regularly 

by the E-Safety Working Group, including at least one member of the Senior Management Team 

• School Computing technical staff regularly monitor and record the activity of users on the school 

Computing systems and users are made aware of this in the Acceptable Use Policy 

• Remote management tools are used by staff to control workstations and view users’ activity 

• Users should report any actual / potential e-safety incident to the Systems Manager / E-Safety Officer by e-

mail; any behavioural issues should be recorded on IRIS, as part of the school’s behavioural policy, as 

appropriate. 

• Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, work 

stations, hand held devices etc. from accidental or malicious attempts which might threaten the security of 

the school systems and data 

• An agreed policy is in place for the provision of temporary access of “guests” (e.g. trainee teachers, visitors) 

onto the school system 

• An agreed policy is in place regarding the downloading of executable files by users 

• An agreed policy is in place regarding the extent of personal use that users (staff / pupils / community 

users) and their family members are allowed on laptops and other portable devices that may be used 

outside school 
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• An agreed policy is in place that allows staff to / forbids staff from installing programmes on school 

workstations / portable devices, based on the situation.  Most staff will not be permitted to download 

programs, but the nature of some software, especially programming software, may mean that staff may 

need to be given greater access and the Acceptable Use Policy reflects this, whilst emphasising issues of 

security and copyright 

• An agreed policy is in place regarding the use of removable media (e.g. memory sticks / CDs / DVDs) by 

users on school workstations / portable devices 

• The school infrastructure and individual workstations are protected by up-to-date virus software 

• Personal data cannot be sent over the internet or taken off the school site unless safely encrypted or 

otherwise secured 

Curriculum 
E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages in the use 

of Computing across the curriculum.  

• In lessons where internet use is pre-planned, teachers should use their professional judgment to decide to 

what extent pupils should be guided to sites checked as suitable for their use and to what extent pupils should 

be able to develop their own resilience.  If any unsuitable material is found as a result of internet searches, the 

teacher needs to be able to explain why it is unsuitable (if necessary obtaining guidance support from the 

Head Teacher in conjunction with relevant rabbinical authorities within school).  The details of the site which 

presented the unsuitable material should be conveyed as soon as possible to the E-Safety Officer / Systems 

Manager for updating the log and making a decision regarding changes to the filtering permissions and need 

to report to the relevant authorities, as appropriate. 

• Where pupils are allowed to freely search the internet, e.g. using search engines, staff should be vigilant in 

monitoring the content of the websites the young people visit, using monitoring software available 

• It is accepted that from time to time, for good educational reasons, pupils may need to research topics (e.g. 

racism, drugs, discrimination) that would normally result in internet searches being blocked. In such a 

situation, staff can request that the Systems Manager can apply to the Local Authority filter to temporarily 

remove those sites from the filtered list for the period of study. Any request to do so, should be auditable, 

with clear reasons for the need and be logged  

• Pupils should be taught in all lessons to be critically aware of the content they access on-line and be guided to 

validate the accuracy of information 

• Pupils should be taught to acknowledge the source of information used and to respect copyright when using 

material accessed on the internet 
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Use of  Digital  and Video Images -  Photographic ,  Video 
The development of digital imaging technologies has created significant benefits to learning, allowing staff and 

pupils’ instant use of images that they have recorded themselves or downloaded from the internet. However, 

staff and pupils need to be aware of the risks associated with sharing images and with posting digital images on 

the internet. Those images may remain available on the internet forever and may cause harm or 

embarrassment to individuals in the short or longer term. There are many reported incidents of employers 

carrying out internet searches for information about potential and existing employees. The school will inform 

and educate users about these risks and will implement policies to reduce the likelihood of the potential for 

harm:   

• When using digital images, staff should inform and educate pupils about the risks associated with the taking, 

use, sharing, publication and distribution of images. In particular they should recognise the risks attached to 

publishing their own images on the internet e.g. on social networking sites 

• Staff are allowed to take digital / video images to support educational aims, but must follow school policies 

concerning the sharing, distribution and publication of those images. Those images should only be taken on 

school equipment, the personal equipment of staff should not be used for such purposes 

• Care should be taken when taking digital / video images that pupils are appropriately dressed and are not 

participating in activities that might bring the individuals or the school into disrepute or breach the ethos of 

the school 

• Pupils must not take, use, share, publish or distribute images of others without their permission  

• Photographs published on the website, or elsewhere that include pupils will be selected carefully and will 

comply with good practice guidance on the use of such images 

• Pupils’ full names will not be used anywhere on a website, particularly in association with photographs 

• Written permission from parents or carers will be obtained before photographs of pupils are published on the 

school website  

• Pupils’ work can only be published with the permission of the pupil and parents or carers 
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Data Protection 
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 

1998 which states that personal data must be: 

• Fairly and lawfully processed 

• Processed for limited purposes 

• Adequate, relevant and not excessive 

• Accurate 

• Kept no longer than is necessary 

• Processed in accordance with the data subject’s rights 

• Secure 

• Only transferred to others with adequate protection 

Staff must ensure that they:  

• At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or misuse 

• Use personal data only on secure password protected computers and other devices (or have another form 

of security, e.g. biometric security), ensuring that they are properly “logged-off” at the end of any session in 

which they are using personal data 

• Transfer data using encryption and secure password protected devices (or have another form of security, 

e.g. biometric security) 

When personal data is stored on any portable computer system, USB stick or any other removable media: 

• The data must be encrypted and password protected 

• The device must be password protected (or have another form of security, e.g. biometric security) 

• The device must offer approved virus and malware checking software  

• The data must be securely deleted from the device, in line with school policy once it has been transferred 

or its use is complete 
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C o m m u n i c a t i o n s    

A wide range of rapidly developing communications technologies has the potential to enhance learning. The 

following table shows how the school currently considers the benefit of using these technologies for education 

outweighs their risks / disadvantages: 
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Mobile phones may be brought to 

school 
�     � �  

Use of mobile phones in lessons  �      � 

Use of mobile phones in social time �    �    

Taking photos on mobile phones or 

other camera devices 
  �    �  

Use of hand held devices e.g. PDAs, 

PSPs 
�      �  

Use of personal e-mail addresses in 

school, or on school network 
�       � 

Use of school e-mail for personal e-

mails 
   �    � 

Use of chat rooms / facilities    �    � 

Use of instant messaging �     �   

Use of social networking sites    �    � 

Use of blogs    �    � 
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When using communication technologies the school considers the following as good practice: 

• The official school e-mail service may be regarded as safe and secure and is monitored. Staff and pupils 

should therefore use only the school e-mail service to communicate with others when in school, or on 

school systems (e.g. by remote access) 

• Users need to be aware that e-mail communications may be monitored 

• Users must immediately report, to the Systems Manager in accordance with the school policy, the receipt of 

any e-mail that makes them feel uncomfortable, is offensive, threatening or bullying in nature and must not 

respond to any such e-mail 

• Any digital communication between staff and pupils or parents / carers (e-mail, VLE etc.) must be 

professional in tone and content. These communications may only take place on official (monitored) school 

systems. Personal e-mail addresses, text messaging or public chat / social networking programmes must not 

be used for these communications 

• Pupils will be provided with individual school e-mail addresses for educational use 

• Pupils should be taught about e-mail safety issues, such as the risks attached to the use of personal details. 

They should also be taught strategies to deal with inappropriate e-mails and be reminded of the need to 

write e-mails clearly and correctly and not include any unsuitable or abusive material 

• Personal information should not be posted on the school website and only official e-mail addresses should 

be used to identify members of staff 
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U n s u i t a b l e  /  i n a p p r o p r i a t e  a c t i v i t i e s  
The school believes that the activities referred to in the following section would be inappropriate in a school 

context and that users, as defined below, should not engage in these activities in school or outside school when 

using school equipment or systems. The school policy restricts certain internet usage as follows:  
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Users shall not visit Internet sites, make, 

post, download, upload, data transfer, 

communicate or pass on, material, 

remarks, proposals or comments that 

contain or relate to:  

child sexual abuse images     � 

promotion or conduct of illegal acts, e.g. 

under the child protection, obscenity, 

computer misuse and fraud legislation 

    � 

adult material that potentially breaches the 

Obscene Publications Act in the UK 
    � 

criminally racist material in UK     � 

pornography    �  

promotion of any kind of discrimination    �  

promotion of racial or religious hatred     �  

threatening behaviour, including promotion of 

physical violence or mental harm  
   �  

any other information which may be offensive 

to colleagues or breaches the integrity of the 

ethos of the school or brings the school into 

disrepute 

   �  

Using school systems to run a private business    �  

Use systems, applications, websites or other mechanisms that bypass the filtering or other 

safeguards employed by the school 
   �  

Uploading, downloading or transmitting commercial software or any copyrighted materials 

belonging to third parties, without the necessary licensing permissions 
    � 

Revealing or publicising confidential or proprietary information (e.g. financial / personal 

information, databases, computer / network access codes and passwords) 
    � 

Creating or propagating computer viruses or other harmful files     � 

Carrying out sustained or instantaneous high volume network traffic (downloading / uploading 

files) that causes network congestion and hinders others in their use of the internet 
   �  

On-line gaming (educational)  �    

On-line gaming (non-educational)    �  

On-line gambling    �  

On-line shopping / commerce   �   

File sharing �     

Use of social networking sites    �  

Use of video broadcasting e.g. YouTube   �   
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R e s p o n d i n g  t o  i n c i d e n t s  o f  m i s u s e  
It is hoped that all members of the school community will be responsible users of Computing, who understand 

and follow this policy. However, there may be times when infringements of the policy could take place, through 

careless or irresponsible or, very rarely, through deliberate misuse.  Listed below are the responses that will be 

made to any apparent or actual incidents of misuse: 

If any apparent or actual misuse appears to involve illegal activity i.e.  

• Child sexual abuse images 

• Adult material which potentially breaches the Obscene Publications Act 

• Criminally racist material 

• Other criminal conduct, activity or materials, including breaches of the Copyright, Designs & Patents Act 

and Computer Misuse Act 

If members of staff suspect that misuse might have taken place, but that the misuse is not illegal (as above) it is 

essential that correct procedures are used to investigate, preserve evidence and protect those carrying out the 

investigation.  

It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal 

misuse. It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that 

members of the school community are aware that incidents have been dealt with. It is intended that incidents 

of misuse will be dealt with through normal behaviour / disciplinary procedures as follows: 
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P u p i l s  A c t i o n s  /  S a n c t i o n s   

Incidents: 
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Deliberately accessing or trying to access 

material that could be considered illegal (see list 

in earlier section on unsuitable / inappropriate 

activities) 

 � � �      

Unauthorised use of non-educational sites 

during lessons 
 �      � � 

Unauthorised use of mobile phone / digital 

camera / other handheld device 
 �      � � 

Unauthorised use of social networking / instant 

messaging / personal e-mail 
 �   �   � � 

Unauthorised downloading or uploading of files  �   �  � � � 

Allowing others to access school network by 

sharing username and passwords 
 �   �  � � � 

Attempting to access or accessing the school 

network, using another pupil’s account 
 �   �  � � � 

Attempting to access or accessing the school 

network, using the account of a member of staff 
 � �  �  � � � 

Corrupting or destroying the data of other users  �    � � � � 

Sending an e-mail, text or instant message that 

is regarded as offensive, harassment or of a 

bullying nature 

� � � �  �  � � 

Continued infringements of the above, following 

previous warnings or sanctions 
 � � �  � �  � 

Actions which could bring the school into 

disrepute or breach the integrity of the ethos of 

the school 

 � �   �   � 

Using proxy sites or other means to subvert the 

school’s filtering system 
 �   �  � � � 

Accidentally accessing offensive or pornographic 

material and failing to report the incident 
�    � �  �  

Deliberately accessing or trying to access 

offensive or pornographic material 
 � � � � �  �  

Receipt or transmission of material that infringes 

the copyright of another person or infringes the 

Data Protection Act 

 � � � � � � � � 
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S t a f f  

Incidents: 
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Deliberately accessing or trying to access material that 

could be considered illegal (see list in earlier section on 

unsuitable / inappropriate activities) 

 � �  � � � 

Excessive or inappropriate personal use of the internet / 

social networking sites / instant messaging / personal e-

mail 

�    �   

Unauthorised downloading or uploading of files �   � �   

Allowing others to access school network by sharing 

username and passwords or attempting to access or 

accessing the school network, using another  person’s 

account 

�    � � � 

Careless use of personal data e.g. holding or transferring 

data in an insecure manner 
�    �  � 

Deliberate actions to breach data protection or network 

security rules 
 � � � � � � 

Corrupting or destroying the data of other users or 

causing deliberate damage to hardware or software 
 � � � � � � 

Sending an e-mail, text or instant message that is 

regarded as offensive, harassment or of a bullying 

nature 

 � �  � � � 

Using personal e-mail / social networking / instant 

messaging / text messaging to carrying out digital 

communications with pupils 

�    �   

Actions which could compromise the staff member’s 

professional standing  
 �   � � � 

Actions which could bring the school into disrepute or 

breach the integrity of the ethos of the school 
 �   � � � 

Using proxy sites or other means to subvert the school’s 

filtering system 
 � � � � � � 

Accidentally accessing offensive or pornographic 

material and failing to report the incident 
�   � �  � 

Deliberately accessing or trying to access offensive or 

pornographic material 
 � � � � � � 

Breaching copyright or licensing regulations �   � �   

Continued infringements of the above, following 

previous warnings or sanctions 
 � � � � � � 
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A c k n o w l e d g e m e n t s  
 

 

• BECTA Computing Advice: E-Safety 

• CEOP 

• E-Safety Support: http://www.esafetysupport.org/en/welcome.htm 

• King David Primary School e-Safety Policy 

• Kirklees E-Safety Policies and Documents: http://www2.kirklees.gov.uk 

• North Lincolnshire Safeguarding Children’s Board 

• Oldham CLC 

 

 

 

 

Date on which policy was approved: ...................................................................................................................  

 

Policy review date: ...............................................................................................................................................  
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Appendices 
 

 

E x t r a c t  f r o m :  

Guidance for  Safer  Working Practice for  Adults  who work with Chi ldren 

and Young People -  DCSF January 2009 

 

Section 12 Communication with Children and Young People (including the Use of 

Technology) 

 
Communication between children and adults, by whatever method, should take place within clear and explicit 

professional boundaries. This includes the wider use of technology such as mobile phones text messaging, e-

mails, digital cameras, videos, web-cams, websites and blogs. Adults should not share any personal information 

with a child or young person. They should not request, or respond to, any personal information from the 

child/young person, other than that which might be appropriate as part of their professional role. Adults 

should ensure that all communications are transparent and open to scrutiny. 

 

Adults should also be circumspect in their communications with children so as to avoid any possible 

misinterpretation of their motives or any behaviour which could be construed as grooming. They should not 

give their personal contact details to children and young people including e-mail, home or mobile telephone 

numbers, unless the need to do so is agreed with senior management and parents/carers. E-mail or text 

communications between an adult and a child young person outside agreed protocols may lead to disciplinary 

and/or criminal investigations. This also includes communications through internet based web sites. 

 

Internal e-mail systems should only be used in accordance with the organisation’s policy. 

 

This means that the organisation should: 

• have a communication policy which specifies acceptable and permissible modes of communication 

 

This means that adults should: 

• not give their personal contact details to children or young people, including their mobile telephone 

number and details of any blogs or personal websites 

• only use equipment e.g. mobile phones, provided by organisation to communicate with children, making 

sure that parents have given permission for this form of communication to be used 

• only make contact with children for professional reasons and in accordance with any organisation policy 

• recognise that text messaging is rarely an appropriate response to a child in a crisis situation or at risk of 

harm. It should only be used as a last resort when other forms of communication are not possible 

• not use internet or web-based communication channels to send personal messages to a child/young person 

• ensure that if a social networking site is used, details are not shared with children and young people and 

privacy settings are set at maximum 
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Section 27 Photography and Videos 

 
Working with children and young people may involve the taking or recording of images. Any such work should 

take place with due regard to the law and the need to safeguard the privacy, dignity, safety and well-being of 

children and young people. Informed written consent from parents or carers and agreement, where possible, 

from the child or young person, should always be sought before an image is taken for any purpose. 

 

Careful consideration should be given as to how activities involving the taking of images are organised and 

undertaken. Care should be taken to ensure that all parties understand the implications of the image being 

taken especially if it is to be used for any publicity purposes or published in the media, or on the Internet. 

There also needs to be an agreement as to whether the images will be destroyed or retained for further use, 

where these will be stored and who will have access to them. 

Adults need to remain sensitive to any children who appear uncomfortable, for whatever reason, and should 

recognise the potential for such activities to raise concerns or lead to misunderstandings. 

 

It is not appropriate for adults to take photographs of children for their personal use. 

 

This means that adults should: 

• be clear about the purpose of the activity and about what will happen to the images when the activity is 

concluded 

• be able to justify images of children in their possession 

• avoid making images in one to one situations or which show a single child with no surrounding context 

• ensure the child/young person understands why the images are being taken and has agreed to the activity 

and that they are appropriately dressed. 

• only use equipment provided or authorised by the organisation 

• report any concerns about any inappropriate or intrusive photographs found 

• always ensure they have parental permission to take and/or display photographs 

 

This means that adults should not: 

• display or distribute images of children unless they have consent to do so from parents/carers 

• use images which may cause distress 

• use mobile telephones to take images of children 

• take images ‘in secret’, or taking images in situations that may be construed as being secretive. 
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Section 28 Access to Inappropriate Images and Internet Usage 

 
There are no circumstances that will justify adults possessing indecent images of children. Adults who access 

and possess links to such websites will be viewed as a significant and potential threat to children. Accessing, 

making and storing indecent images of children on the internet are illegal. This will lead to criminal 

investigation and the individual being barred from working with children and young people, if proven. 

 

Adults should not use equipment belonging to their organisation to access adult pornography; neither should 

personal equipment containing these images or links to them be brought into the workplace. This will raise 

serious concerns about the suitability of the adult to continue to work with children. 

 

Adults should ensure that children and young people are not exposed to any inappropriate images or web 

links. Organisations and adults need to ensure that internet equipment used by children has the appropriate 

controls with regards to access, e.g. personal passwords should be kept confidential. 

 

Where indecent images of children or other unsuitable material are found, the police should be immediately 

informed. Adults should not attempt to investigate the matter or evaluate the material themselves, as this may 

lead to evidence being contaminated which in itself can lead to a criminal prosecution. 

 

This means that organisations should 

• have clear e-safety policies in place about access to and use of the internet 

• make guidance available to both adults and children and young people about appropriate usage. 

 

This means that adults should: 

• follow their organisation’s guidance on the use of Computing equipment 

• ensure that children are not exposed to unsuitable material on the internet 

• ensure that any films or material shown to children and young people are age appropriate 

  



Contents page  Page 24 of 61 

 

E-Safety Policy 22 July 2013 Created by E-Safety Working Group 

E x t r a c t  f r o m :  

Home Off ice guidance on the action pol ice should  take i f  a cr ime may 

have occurred in  school   

 

Police response to potential crime in school  

 
In order to sustain the disciplinary authority of schools, this guidance clarifies the general principles of NCRS as 

they apply specifically to incidents on school premises. When police have reported to them an incident which 

took place on school premises, including those witnessed by, or reported directly to, officers working in the 

school, which they would normally record as a notifiable offence will, in the first instance, invite the victim or 

the person acting on their behalf to report the matter to the head teacher to be dealt with under normal 

school discipline procedures. Such reports should be recorded as an incident only, until or unless:-  

a. they judge it to be a serious incident as defined below; [see full document]  

b. having brought the matter to the attention of the school in line with good practice (see references to 

guidance papers below), they receive a formal request from the school to create a crime record; or  

c. the child, parent or guardian or the child’s representative asks the police to create a crime record. 

 

For full description see Annex E: Crime Recording by Police Officers working in Schools 

http://www.homeoffice.gov.uk/publications/science-research-statistics/research-statistics/crime-

research/counting-rules/count-recstan?view=Binary 

 

 

E x t r a c t  f r o m :  

Department  for  Educat ion guidance on screening,  searching and 

confiscat ion in school   

 

Searching 
Headteachers and staff authorised by them have a statutory power to search pupils or their possessions, 

without consent, where they have reasonable grounds for suspecting that the pupil may have a prohibited 

item. Prohibited items are:  

• knives or weapons 

• alcohol 

• illegal drugs 

• stolen items 

• tobacco and cigarette papers 

• fireworks 

• pornographic images 

• any article that the member of staff reasonably suspects has been, or is likely to be used: 

i. to commit an offence 

ii. to cause personal injury to, or damage to the property of, any person (including the pupil) 

 

Headteachers and authorised staff can also search for any item banned by the school rules which has been 

identified in the rules as an item which may be searched for. 

 

Confiscation 

• school staff can seize any prohibited item found as a result of a search. They can also seize any item, 

however found, which they consider harmful or detrimental to school discipline. 
 

This means that the Headteacher, together with authorised staff (a gender appropriate member of the E-Safety 

Working Committee) may search pupils if they suspect that they are carrying/using any item in breach of school 

rules or if they suspect the item has or is likely to be used to commit and offence or cause personal injury. 
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A c c e p t a b l e  U s e  S t a t e m e n t s  
 

 
The following is an extract from the school's computer use policy relating to the use of all computer 

equipment in school. Please read it carefully as breaches of this policy will be regarded as a serious matter. 

 
Acceptable Use Statement 
 

The computer system is owned by the school. "The computer system" means all computers and associated 

equipment belonging to the school, whether part of the school's integrated network or stand-alone, or taken 

off-site, including laptops and other portable devices. 

 
Professional use of the computer system is characterised by activities that provide Pupils with appropriate 

learning experiences; or allow adults to enhance their own professional development. The school recognises 

that technologies such as the Internet and e-mail will have a profound effect on pupils’ education and staff 

professional development in the coming years and the school's Internet Access Policy has been drawn up 

accordingly. 

 
The installation of software or hardware unauthorised by the school, whether legitimately licensed or not is 

expressly forbidden. 

 
The school reserves the right to examine or delete any files that may be held on its computer systems or to 

monitor any Internet sites visited. 

 
All members of staff, pupils on placement, supply teachers etc. must sign a copy of the acceptable use policy.  

All pupils must be made aware through class discussion of all the important issues relating to acceptable use, 

especially the monitoring of Internet use. 
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Internet Access Policy Statement  
 

• All internet activity should be appropriate to staff professional activities or the pupils' education. 

• Access is limited to the use of authorised accounts and passwords, which should not be made available to 

any other person, whether connecting through school equipment or using portable devices that belong to 

the user. 

• The internet may be accessed by staff and pupils throughout their hours in school. 

• The school network can be accessed outside school by staff and pupils through a firewall.  The injunctions 

relating to appropriate use and maintenance of security applies wherever the system is accessed.  Users 

need to take special care when accessing the school network through shared systems. 

• Activity that threatens the integrity of the school's computer systems, or that attacks or corrupts other 

systems, is prohibited. 

• Users are responsible for all e-mail sent and for contacts made that may result in e-mail being received. 

Due regard should be paid to the content. The same professional levels of language should be applied for 

letters and other media 

• Use for personal financial gain, gambling, political purposes or advertising is excluded. 

• Copyright of materials must be respected. When using downloaded materials, including free materials, the 

Intellectual Property rights of the originator must be respected and credited. 

• Posting anonymous messages and forwarding chain letters is excluded. 

• Under normal circumstances, no member of staff should engage in communication with a pupil for 

educational purposes by a non-official channel, for example (but not limited to) SMS text message, e-mail, 

instant messaging, social networking site, VOIP or telephone.  All communication should be undertaken 

through official school channels, e.g. from the member of staff’s e-mail account to the pupil’s e-mail 

account and vice-versa. 

• Under normal circumstances, no member of staff should engage in direct communication (in or out of  

school) of a personal nature with a pupil who is not a member of their direct family, by any means, for 

example (but not limited to) SMS text message, e-mail, instant messaging, social networking site, VOIP or 

telephone. 

• The use of the internet, e-mail or any other media to access inappropriate materials such as pornography, 

racist or any other offensive material is forbidden. 

• All web activity is monitored; including the content of e-mail, of therefore it is the responsibility of the 

user to ensure that they have logged off the system when they have completed their task. 

• Pupils must not be given unfiltered access to the Internet without supervision; pupils with filtered access 

may be allowed a degree of freedom, dependent on age range, but all pupils should have a responsible 

adult easily accessible, either within the classroom or nearby.  All pupils should be aware that their access 

to the Internet could be monitored and infringements of school rules may lead to consequences, as 

outlined in the school’s e-safety policy. 

• The teaching of e-safety is included in the school's Computing and PHSE schemes of work, but all teachers 

within all Departments and year groups should be including e-safety issues (including reliability and bias of 

sources, plagiarism and copyright) as part of their discussions on the responsible use of computer systems. 

• All pupils must understand that if they come across any inappropriate material, they must report it 

immediately to a member of staff. 

• Pupils will not be allowed to access social networking sites, newsgroups or instant messaging on the 

school computer network; they will also not be allowed to access their own personal e-mail accounts or 

online gaming sites unless closely supervised by a responsible adult. The school reserves the right to 

moderate restrictions in the case of Sixth Form. 
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Internet and System Monitoring 

 

Through the Local Authority all internet activity is monitored by the system.  It is the responsibility of the 

Systems Manager to review this activity periodically, in conjunction with the E-Safety Officer and the rest of 

the E-Safety Working Group. It is the duty of the Systems Manager to report any transgression of the school's 

Internet Access Policy and/or use of obscene, racist or threatening language detected by the system to the 

Head teacher and the E-Safety Officer. 

 

All serious transgressions of the school's Internet Access Policy will be recorded in the school's Computing 

Violations Register, which will be kept up-to-date by the Systems Manager. 

 

Transgressions by pupils of the school's Internet Access Policy and/or use of obscene, racist or threatening 

language can be dealt with in a range of way, including: 

• Removal of internet access rights. 

• Removal of computer system access rights. 

• Meetings with parents or even exclusion, in accordance with the severity of the offence and the school's 

Behaviour Policy. 

• In specific situations, where there is suspicion that a breach of the law may have occurred, the Head 

teacher or member of the Senior Management Team will report the matter to the police for further 

investigation and possibly prosecution. 

 

Breaches of the school's Internet Access Policy and/or use of obscene, racist or threatening language by staff 

will be reported to the Headteacher and will be dealt with according to the school's disciplinary policy or 

through prosecution by law, as appropriate. 

 

 

Internet Publishing Statement 

 
The school wishes its website to reflect the diversity of activities, individuals and education that can be found 

at the King David High School. However, the school also recognises the potential for abuse that any material 

published on the internet may attract, no matter how small this risk may be. Therefore, when considering 

material for publication on the school website, the following principles should be applied: 

• No video recording may be published without the written consent of the parents/legal guardian of the 

pupils concerned (if under 18) and the pupil's own verbal consent (See pro forma). 

• Surnames of pupils should not be published, especially in conjunction with photographic or video material 

• No link should be made between an individual and any home address. 

• Where the person publishing material suspects that there may be child protection issues at stake, then 

serious consideration must be given as to whether that material may be published or not. If in any doubt 

at all, the matter should be raised with the school’s Child Protection Officer. 
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Use of Portable Equipment  
 

The school provides portable equipment such as laptop computers and digital cameras to enhance the pupils’ 

education and to allow staff to make efficient use of such equipment to enhance their own professional 

activities. 

 

Exactly the same principles of Acceptable Use apply as in the statement above: 

• Equipment may be booked out for use in a lesson where no other computer access is available or there is 

a shortage of equipment. Equipment should be reserved in advance with the school office, unless this part 

of a regular planned and timetabled lesson and the equipment is expected to be made available for that 

lesson. 

• Keys to access the equipment are available from the school office and should be returned once the 

equipment has been locked away at the end of the lesson. 

• It is the responsibility of the supervising adult (whether a teacher, a member of the support staff or a 

trainee teacher) to check that equipment is in a suitable condition for use before the lesson starts and that 

it is returned by the pupil in the same condition. 

• All equipment should be put on charge at the end of the lesson and locked away. 

• Equipment such as laptop computers should only be taken off site for use by staff with the permission of 

the Head teacher and with notification to the Systems Manager; equipment should be returned the 

following working day in the same condition as when it was taken out. 

• All equipment must be used in accordance with the Acceptable Use Statement and lnternet Access Policy. 

• Equipment must be fully insured from the moment it leaves school premises by the person borrowing it.  

The school’s own insurance policy will not provide cover for equipment taken off-site. 

• Any costs generated by the user at home, such as phone bills, printer cartridges etc. are the responsibility 

of the user, unless previously agreed in writing with the Head teacher. 

• Where a member of staff is likely to be away from school through illness, professional development (e.g. 

secondment etc.) or maternity leave, arrangements must be made for any equipment in their care to be 

returned to school. In the event of illness, it is up to the school to arrange collection of the equipment if 

the individual is unable to return it. 

• lf an individual leaves the employment of the school, any equipment must be returned. 

• The use of portable storage devices such as USB drives, external hard drives, re-writeable CDs etc. to 

transfer information from external computer systems is forbidden unless it is first scanned for viruses, 

using an up-to-date anti-virus scanner. 

• Where information has been downloaded from the internet or copied from another computer, wherever 

possible, it must be e-mailed to school to ensure that it undergoes anti –virus scanning. If this proves to be 

impossible, (due to file size, technical difficulties etc.) then the file must be scanned before being 

transferred to the school system.  If in doubt, contact the school’s technical team for instructions. 

• Staff may not install any software, whether licensed or not, on laptops in the care of teachers as the 

school does not own or control the licences for such software. 

• If users choose to bring their own equipment, they can only connect to the school systems with the 

agreement of the ICT/Computing Technicians, who will issue WIFI passwords.   
• Users should not hardwire to the school system without the express agreement of the ICT/Computing 

Technicians. 

• All equipment must meet security restrictions, including up-to-date passwords. 

• The school does not accept responsibility for any personal possessions brought onto the school premises 

or connecting to the school network.  
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T h e  K i n g  D a v i d  H i g h  S c h o o l  E l e c t r o n i c  C o m m u n i c a t i o n s  

G u i d a n c e  fo r  S c h o o l  S t a f f   
 

Contents  
1. Introduction  

2. Safe and Responsible Use of: 

2.1 The Internet  

2.2 E-mail  

2.3 Social Networks, Blogs and Wikis  

2.4 Real-time Communication e.g. MSN, Web Camera, VC, Mobile Phone  

3. Misuse of Electronic Equipment  

4. Monitoring and Privacy  

5. Breaches and Sanctions  

6. Good Practice Guidance for School Staff  

 

 

1. Introduction  
First and foremost this guidance is provided to protect school staff from harassment, real or alleged misuse 

and any consequential disciplinary action arising from the use of electronic communication equipment in or 

outside school. It is also intended to ensure that the school’s equipment is used responsibly and safely at all 

times. There are implications for the actions of individuals and the school as a whole.  

 

This document is part of the school’s e-Safety policy and Acceptable Use agreements.  

 

Electronic communications equipment includes (but may not be limited to) telephone, fax, voice-mail, 

computer, laptops, internet, mobile phone (all types), photocopier, digital cameras, web cameras, videos and 

palm-held equipment. Types of communication can include (but may not be limited to), phone calls, e-mail, 

text messaging, multimedia messaging ,transmission of photographs and moving pictures, contact via websites 

and social network sites, blogging, wikis, contact via web cameras and internet phones.  

 

Staff will sign the Acceptable Use Policy to show they have understood and accept the contents of this 

document. 

 

Failure to follow any aspect of this guidance (either deliberately or accidentally) could lead to disciplinary 

action against you in accordance with the school’s disciplinary policy which may result in dismissal.  
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2. Safe and Responsible Use  

 

2.1 The Internet  
The internet is a valuable work resource, which enriches teaching and learning. In school hours staff are 

expected to restrict internet access to work related activities. Reasonable personal use may be permitted 

outside recorded working time (for example at lunchtime). 

 

Staff must not use school computers for any form of illegal activity, e.g. downloading copyright material, 

introducing viruses, hacking into other computers, viewing or downloading pornographic, obscene, offensive 

or any other inappropriate material from any source; transmitting or storing such material on a school 

computer.  

 

Action you should take if you discover inappropriate material on the Internet in school: 

Anyone inadvertently accessing inappropriate material should immediately inform the E-Safety Officer and 

ensure that the incident is recorded in the e-Safety incident log.  

 

2.2 E-mail 
All work-related e-mails should be written using a school e-mail address. School e-mail should be regarded as 

an official communication tool. E-mails should be written in the same professional tone and text as any other 

form of official school communication  

 

E-mail is governed by the same rules which cover all home-school correspondence. Therefore, copies should 

be kept as a record of the communication e.g. by keeping a saved or printed copy, forwarding the e-mail to the 

school office or other relevant staff. 

 

School e-mail accounts must not be used to store or circulate personal e-mail. All electronic contact with pupils 

should be through the school’s e-mail system or VLE, unless the pupil concerned is a direct family member. 

 

The sending of racially abusive or other offensive e-mail is forbidden and may be considered a criminal act. 

Bear in mind that e-mails may be submitted as evidence in legal proceedings and that e-mail discussions with 

third parties can constitute a legally binding contract. 

 

E-mail attachments should be opened with care unless you have absolute confidence in its origin as this is one 

of the most likely points of introducing a virus into a computer system. 

  

An individual should not access the e-mail of another individual within the school without express permission 

and a clear understanding of the reason for the proxy access. However, staff should be aware that school e-

mail accounts may be accessed by other school staff for monitoring or management purposes as described in 

section 4. 4  

 

Action you should take if you receive an inappropriate e-mail: 

It is impossible to control what information is sent to a member of staff by e-mail. However if offensive, 

obscene and/or discriminatory material is received, it is then the responsibility of the receiver to report 

immediately, and in writing, to the E-Safety Officer. Never send a reply. Keep a printed copy of the e-mail as 

evidence and pass a copy of the e-mail to the E-Safety Officer for the record. Ensure that the sender’s 

information is also recorded as their e-mail service provider may take action.  
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2.3 Social Networks, Blogs and Wikis  

 
Many staff and pupils use the computer for social activities outside school. (e.g. My Space, Facebook) Staff 

should not use school facilities to access or update their personal social networks. Staff should be aware of the 

potential risk to their professional reputation of adding pupils, parents or friends of pupils as ‘friends’ on their 

social network site and are strongly recommended not to do so.   Adding pupils as friends may be regarded as 

a breach of Acceptable Use Policy and could even result in disciplinary action being taken, unless the pupil 

concerned is a close family member. 

 

Comments made on a social network site or blog which relate to the school or pupils in the school have the 

potential to be misinterpreted and could result in disciplinary action. Photographs and descriptions of activities 

in the personal life of staff may also not be considered appropriate if viewed by other staff or parents. Staff 

should be aware that even if they have used the privacy settings, they may not be able to prevent material 

becoming public from their ‘friends’ sites. 

 

It is recognised that these online communications tools, such as weblogs ("blogs") and Wikis, have a potentially 

useful role in schools – such as on school websites, learning journals, celebrating good work, sharing 

information and facilitating collaboration. Where pupils and their families are sharing these tools with staff in 

school it is important that this should always be through a school based provision, such as the school VLE or e-

mail system. 

 

If staff keep a personal blog, the content must maintain acceptable professional standards. Any inappropriate 

use may lead to disciplinary action in accordance with school policy. All blogs should contain a disclaimer that 

the views expressed are personal and not necessarily those of the school. 

 

Schools in general are also vulnerable to material being posted about them on-line and all staff should be 

aware of the need to report this should they become aware of anything bringing the school into disrepute. 

  

Action you must take if you discover inappropriate (threatening or malicious) material online concerning 

yourself or your school: 

• Secure and preserve any evidence. For example note the web address (URL) or take a screen shot or copy 

and print the screen.  

• Report immediately to your line manager and E-Safety Officer.  

• Contact the uploader of the material or the Internet Service Provider/site administrator and ask for the 

material to be removed.  

• All social network sites have the means to report unacceptable material or activity on their site – some 

more readily available than others. If the material has been created by a pupil or parent then the school 

have a responsibility to deal with it.  

 

2.4 Real-time On-line Communication e.g. using web cameras, chat (e.g. MSN) mobile 

phone etc. 

 

The ability to communicate in real-time using the computer and other electronic devices (such as mobile 

phones) makes these an excellent tool for a range of educational purposes. However staff should take the 

same level of care with these tools as they would if working in a face-to-face situation with a pupil or group of 

pupils. Access should always be through a school created account, never a personal account and it should be 

focused on a clearly specified educational objective.  

 

There are likely to be times when this kind of activity will happen outside normal school hours and off the 

school premises. In this situation, it should always be carried out with the full knowledge and agreement of 

your line manager. Staff should be aware that they must remain focused on the educational purpose of the 

communication and never allow it to become a social occasion. Again, these occasions should be conducted 

through a school created account and never a personal account. 
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Staff should also agree to specific times for availability and only allow contact during these times, to protect 

personal time. When a web camera is used it should have a clear purpose. Staff should be aware of the ability 

of meetings of this kind to be recorded without their knowledge. However they may wish to use this function 

for their own security, as long as all parties are informed that recording is taking place.  

 

Staff must protect their privacy by never allowing pupils or parents to obtain their mobile phone number or 

leave their mobile phone where it could be accessed by a pupil, unless a member of the immediate family. 

Statistically, cyber-bullying of staff by pupils is very common by mobile phone across the UK.  

 

Action you must take if an incident occurs: 

• Report immediately and in writing to the deputy head teacher and your line manager, if not the same 

person.  

• Don't reply to abusive or worrying text or video messages.  

• Don't delete messages. Keep them for evidence.  

• Use 1471 to try and obtain the number if you can. Most calls can be traced.  

• Report it to your phone provider and/or request a change of number  

• Technical staff may also be able to help you to find or preserve evidence e.g. logs of the call.  

 

3. Misuse of electronic equipment  
Misuse is a serious disciplinary offence. The following examples of misuse apply to all employees. 

 

Employees MUST NOT use school equipment (including a school provided laptop) to:  

• Store, view, download or distribute material that is obscene, offensive or pornographic, contains violent 

images, or incites criminal behaviour or racial hatred  

• Gamble  

• Undertake political lobbying  

• Promote or run a commercial business  

• Download or distribute games, music or pictures from the internet for personal use. They can bring viruses 

with them, use up capacity on the servers and potentially breach copyright.  

• Spend school time on personal matters (for example, arranging a holiday, shopping, looking at personal 

interest websites). This may be treated as fraud.  

• Store personal information on the school network that uses up capacity and slows down the system (for 

example, personal photos, screensavers or wallpaper). 

• Send e-mails, texts or messages or publish anything on a website, social networking site or blog, which:  

• is critical about members of the school community including pupils  

• contain specific or implied comments you would not say in person  

• contain inappropriate comments which could cause offence or harassment on the grounds of gender, 

race, disability, age, religion or sexual orientation  

• have originated from a chain letter 

• Conduct private and intimate relationships via e-mail.  

• Download or copy software (excluding software updates) or use the e-mail system to transmit any 

documents or software without checking copyright or licence agreement. 

• Downloading software for pupil viewing that may be deemed inappropriate and contrary to the school 

ethos (if in doubt, obtain clarification from your line manager/Head Teacher). 

• Install software licensed to the school on a personal computer unless permission to do so is explicitly 

covered by the school licence agreement.  

• Take, transmit or publish pictures of a member of staff or pupil on your mobile phone, camcorder or 

camera without the person’s permission.  

• Give away e-mail lists for non-school business. If in doubt, ask your line manager.  

• Use internet chat rooms (other than the secure, moderated facilities which are provided within the 

school’s VLE)  
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Additionally employees MUST NOT:  

• Do anything which brings the school into disrepute. 

• Reveal their user name and password to the school network / VLE / SIMS / IRIS or other electronic system 

used by or operated by the school to any other person, apart from the technical staff.  It is a very serious 

offence, which could provide access to unauthorised individuals to sensitive and confidential data; it could 

also provide someone with malicious intent the means to do serious damage to the school’s data and 

systems. 

• A personal laptop brought onto the school premises MUST NOT be used to undertake any of the above 

activities during the school day, nor should it have information stored within it which would be deemed to 

be unacceptable on a school machine. Additionally a personal laptop used for any school activity must be 

fully protected against virus infection.  

 

Staff are reminded to follow good practice when selecting and changing passwords, leaving their computers 

unattended etc.  If in doubt, obtain clarification from the school’s technical staff or a member of the E-Safety 

Working Group. 

 

4. Monitoring and Privacy  
The school’s e-mail and internet facilities are business systems, owned by the school. The school therefore 

reserves the right to monitor all use of the internet and of the school’s Computing systems. Usage will be 

monitored to ensure that the systems are being employed primarily for business and educational reasons, 

there is no harassment or defamation taking place and employees are not entering into illegal transactions. 

Electronic equipment on the school site may be search and examined.  

 

Staff need to be aware that internet sites visited are traceable, and that deleted or trashed messages or 

attachments can be recovered.  

 

E-mail, telephone calls and internal and external post (unless clearly identified as private and confidential post) 

should be used primarily for business and educational reason. To ensure this, monitoring will be carried out on 

a regular basis. School managers have proxy access to all the school’s communication systems for monitoring 

and interception of communications in order to deal with matters in an employee's absence for holiday, illness 

or other reason. 

 

Any material stored on the school’s network or being circulated via the school’s e-mail system has no rights of 

individual privacy. In accordance with RIPA (Regulation of Investigatory Powers Act 2000) monitoring or 

surveillance without an employee's knowledge can be carried out on internal e-mail systems, or information 

stored on a server. It is permitted to intercept communications in this way so the council can ensure its 

systems are being used properly in accordance with council policies and are working correctly. 
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5. Breaches and Sanctions  
Failure to follow any aspect of this policy (either deliberately or accidentally) could lead to disciplinary action 

against you in accordance with the school’s disciplinary policy which may result in dismissal. 

 

Rating Meaning Sanction 

Gross Misconduct Offensive material of the following 

nature: 

• Sexually explicit or suggestive, usually 

(but not always) in picture format 

• Racist 

• Ridiculing religion, disability, sexual 

orientation or politics 

• Ridiculing/demeaning individuals 

• Inciting cruelty or illegal activity 

Dismissal 

Serious 

Misconduct/Misconduct 

Offensive material of the following 

nature: 

• Sexually orientated 

• Bad and offensive language 

• Politically aggravating 

• Ageism 

• Showing violence or nudity 

Final written warning/written 

warning 

Misconduct (Mild and non-

offensive) 

Jokes/short stories with minor references 

to material of a sexist nature or in bad 

taste or similar 

Referred to line manager/ 

headteacher 

 

Written warning/verbal 

warning/informal process 
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6. Good practice guidance for school staff  
• Pay close attention to the list of misuses in section 3 because this list is for your protection and clarifies 

how possible disciplinary action can be avoided.  

• In communications with pupils and parents, never give out personal information which identifies your 

home address, phone number, mobile phone number or personal e-mail address. Once such information 

is known you are open to harassment through unwanted phone calls, text messages and e-mails.  

• Protect your social network site by using the correct privacy settings. Make sure that personal information 

cannot be seen from the links to your friends’ sites.  

• Do not accept pupils as friends on your personal social network site. If at all possible do not include 

parents as friends (if this is unavoidable, consider setting up two separate profiles to keep work and your 

private life separate). 

• Avoid the use of chat rooms, instant messaging or other social networking services which are accessed 

socially by pupils and are not monitored by the school.  

• Always keep a copy of e-mail communications with pupils and parents (whether sent or received) and 

keep a note of the dates, times and content of telephone conversations.  

• If your school laptop is used outside school for non-school activities then set up a different user account to 

ensure that personal or confidential data is protected. Use a strong password to protect the school laptop 

from unauthorised access  

• Make sure you do not allow people to see personal or confidential school information when a computer is 

left unattended. Turn it off, log off and set up a password-protected screen saver to prevent unauthorised 

access.  

• Keep all passwords and login details strictly private and always remember to log off correctly after using 

the computer. Never allow anyone else to use your personal login detail as you will then be held 

responsible for their online activity.  

• Always use the school’s digital camera or video camera for taking pictures and upload them onto a school 

computer. Once uploaded, the images should be deleted from the camera’s memory. Photographs of 

children should not be taken home to use on a personal computer.  

• The use of hand held walkie-talkies is increasing in schools. Staff using this equipment should speak 

professionally and respect confidentiality. Be aware that the message could be overheard at either end.  

• If you are using school electronic equipment off-site then take the same level of care as you would in 

school. A digital camera taken off site should not be returned to school with personal photographs on it.  

• It is not recommended that personal financial transactions are made on school equipment as information 

may become accessible to pupils.  

• Observe sensible precautions when taking photographs which may include pupils: always obtain pupils 

and/or parental permission and make sure that individual pupils cannot be identified by name, especially 

if the photograph is for use on the school web site or VLE. (Refer to school policy for further guidance on 

this issue.)  

• Report immediately, and in writing, to the school’s Systems Manager any web pages accessed or e-mails 

received where the content could be described as inappropriate or malicious. Keep copies as evidence.  
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E - S a f e t y  F i r s t  R e s p o n d e r s ’  G u i d e  ( F u r t h e r  g u i d a n c e  o n  

r e s p o n d i n g  t o  a n  e - S a f e t y  i n c i d e n t )  

 
Contents  
1. Introduction 

2. First response to an e-Safety incident 

 

Step 0 – Ensure that any victim in immediate danger is moved to safety 

Step 1 – Preserve the evidence 

Step 2 – Pass it on - seek help and advice 

Step 3 – Prevent it re-occurring 

 

1. Introduction 
This guidance has been produce to support any member of staff who may have to deal with an e-Safety 

incident. 

 

An e-Safety incident may fall into one of the following types: 

 

Inappropriate conduct: 

• posting material on social networks which contravenes work guidelines 

• inappropriate use of work email/internet 

• inappropriate use of a mobile phone or electronic device 

• password and account misuse (e.g. use of someone else’s password or login) 

 

Accessing unsuitable content: 

• downloading and / or viewing illegal material 

• downloading or view material unsuitable to the workplace 

• deliberately accessing content that expresses extreme or racists views 

 

Inadvisable contact: 

• giving away too much information 

• breaching client privacy 

• unsettling or threatening messages; cyber-bullying 

• grooming behaviour or inappropriate contact with young people 

• misrepresentation, defaming 

 

Loss of confidential data: 

• As a result of theft or loss of computer, laptop or memory stick 

 

2. First response to an e-Safety incident 
 

Guidance for the first person at the scene of an e-safety incident is defined under the following three-step 

process: 

 

Step 1: Preserve the evidence 

Step 2: Pass it on – seek help or support 

Step 3: Prevent it re-occurring 

 

However, even before this process begins, it is important to ascertain if any victims are in immediate danger 

and move them to place of safety, with appropriate supervision.  Seek help immediately from the school’s E-

Safety Officer and, if appropriate, Child Protection Officer. 
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Immediate action will involve making a judgement on the seriousness of the incident, preventing children 

coming into contact with unsuitable material and seeking appropriate help and support. Dealing with an 

incident may involve outside agencies or may be resolved by the school’s senior leadership and internal 

disciplinary procedures. Once the situation has been dealt with, then a full review will need to be initiated to 

take any action required to prevent the situation happening again.  However serious or minor the incident may 

seem, it is vital that it be reported (if urgent, then verbally followed by in writing as soon as possible, otherwise 

in writing). 

 

Step 1: Preserving the evidence 

 

If the incident involves the unacceptable, inappropriate or possibly illegal use of a computer, mobile phone or 

camera then it is important to preserve any evidence which may be currently on the device. Make sure that 

other children or young people do not come into contact with the device. 

 

In particular the discovery of indecent images or videos involving children should always result in taking advice 

from the police. 

 

Immediate action to take: 

 

Turn off the monitor screen (preferably lock screen using NetSupport if possible) to prevent it being seen by 

bystanders or confiscate the device and prevent it being used again. Lock it away. 

 

N.B. Schools have the power to confiscate and examine the contents of a mobile phone or device if they believe 

it has been used for any purpose which breaks school rules. 

 

http://www.education.gov.uk/schools/pupilsupport/behaviour/f0076897/screening 

 

When preserving evidence it is advisable to seek technical support first and to have any actions either 

witnessed or supervised so that the chain of evidence can be corroborated. In addition make sure a record is 

kept of the step by step actions taken. 

 

If the device is on: 

Take photos or video of the screen rather than printing it out (but print if you have to) unless the photograph 

would be of an indecent image of a child under 18, when taking a photograph would itself count as a criminal 

offence: 

• Save open files, emails or messages to external media 

• Avoid saving things locally (to local disk or internal memory) 

• Do not shut down the computer (which can remove evidence such as history information, temporary files 

etc.). 

• Seek technical advice 

 

If the device is off: 

• Make an external examination and take photos 

• Do not start the computer/device 

• Lock it away 

• Seek technical advice 

 

If the content is on a shared network then the device should be taken out of service until an investigation can 

be completed by a technically competent person. 

 

If the device is a mobile phone, take it to the head teacher, who has the authority to examine it with a member 

of the E-Safety Working Committee present. 

 

N.B. Someone acting in a technical capacity, with written instruction and supervision in a case that may 

become a criminal investigation has a defence in law when necessarily handling these materials to preserve 

evidence, see: http://www.iwf.org.uk/assets/media/hotline/SOA2003_mou_final_oct_2004.pdf 
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Step 2: Pass it on – seek help.  The E-Safety Officer will then decide if the incident needs to be referred to 

other agencies (Police, CEOP, parents/carers, other) 

 

First contact with an incident could be: 

• Something witnessed on a computer, mobile phone or camera 

• A statement made by the victim 

• Information from a bystander or witness about events or pointing to evidence that something untoward 

has happened 

• Hearsay (rumour) about a potential situation 

• Noticing an anomaly in a log, history e.g. using Internet Explorer 

 

All incidents MUST be reported to the school E-Safety Officer.  In addition, depending on the incident and the 

setting in which it occurred, report to: 

• Line manager or a senior member of staff 

• Computing technical staff 

• Child Protection Officer 

 

It can then be decided by the E-Safety Officer, in conjunction with others, as to whether external support 

should be involved, such as: 

• Police (see later guidance) 

• CEOP 

• Parents /carers 

• Other external support e.g. the Professionals Online Safety helpline (0844 3814772 

helpline@saferinternet.org.uk) 

 

All the following are indicators that external support may be required: 

 

a. Concerns about the safety or well-being of a child 

If there is a concern for the safety or well-being of a child, because there are suspicions, signs or 

symptoms of child abuse or harm, the normal Safeguarding Children Procedures must be followed. 

 

b. Concern with regard to the behaviour of someone who works with children 

This may be because that person has: 

• Behaved in a way which has harmed a child, or may have harmed a child 

• Possibly committed a criminal offence against or related to a child (e.g. by being abusive or grooming 

a child for later abuse) 

• Behaved towards a child or children in a way which indicates that he/she is unsuitable to work with 

children 

• Has viewed or taken pictures of children or young people which make you feel uncomfortable 

Senior Management should be informed immediately. 

 

c. Concerns about criminal behaviour 

The following triggers should result in the police being contacted: 

•  Actual harm caused by violence, abuse or harassment or evidence that has occurred or is being 

incited or planned, including menacing behaviour, incitement, grooming or accessing indecent images 

• Theft or damage to property, including property kept online, and denial of service or access 

• Serious fraud and identity theft, including serious breaches of copyright 

• Distribution or possession of obscene, or hateful materials 

• Self-harm or severe distress caused by repeated acts which in themselves may not appear significant 

e.g. cyber-bullying 

There is specific Home Office guidance on the action police should take if a crime has been reported as 

having occurred in school. This indicates that all but serious or exceptional cases should be dealt with by 

school discipline procedures rather than being recorded as a crime.   

 

  



Contents page  Page 39 of 61 

 

E-Safety Policy 22 July 2013 Created by E-Safety Working Group 

d.  A civil offence (which may also constitute an illegal act) 

These are generally managed by the school disciplinary procedures. Triggers might include: 

• Data protection or privacy breaches (e.g. resulting from loss of a laptop or memory stick) 

• Professional or personal misconduct or negligence 

• Libel, slander, defamation and misrepresentation 

• Viewing inappropriate content 

• Breaching acceptable use policies 

 

Collecting evidence and recording the incident: 

Contact details of any other witnesses should be noted and a written record made of what has been said and 

seen. Ensure that conversations are timed and dated. 

 

School Technicians: 

A technician may be asked to help respond to an incident by their employer (using the power the employer 

has to investigate employees under the Regulatory and Investigatory Powers Act) or by the head teacher 

(using powers given to them under education law) or by the police. 

 

Acting under consented rights (in each case the policies should state who is authorised to act if there is a 

breach of policy and in what way. This then allows those named (or those filling the stated roles) to act lawfully 

because they have been “consented rights”) or with a written instruction a technician may be asked to: 

• Collect evidence – hard disk, screen prints, mobile phone logs, records or other instrumentation, 

statements 

• Examine what has been collected to find evidence – e.g. look for files on a hard disk, numbers from a 

phone etc. 

• Treat or help recover from any harm caused – e.g. remove viruses, recover a system from a backup 

• Give a statement as evidence – e.g. describing any work carried out on the hard disk, recovery of files 

from a backup and /or provision of encryption keys, calls to the ISP or emails to SNS provider, witness 

to a conversation or action taken 

• Apply sanctions, such as removing internet privileges or restricting access on the computer network 

 

Step 3 - Prevent re-occurrence of the event by considering what action could be taken to prevent future 

similar incidents 

 

In order to act lawfully it is vitally important that actions are: 

• As agreed in a written Acceptable Use Policy produced by someone who has authority in law (headteacher 

and governors) 

OR 

• Under explicit (ad hoc) instruction from someone with appropriate authority in law 

OR 

• Are someone with explicit responsibilities in their job description (and associated competence) given by a 

lawful authority 

 

Acceptable Use and/or Acceptable Behaviour Policy, Home-School Agreement or Contract agreed by parents, 

staff and children in the setting must therefore include clauses that cover: 

• Searching and monitoring of technology used in the setting 

• Confiscation of technology whilst on the premises 

• Privacy expectations, interception of communication and use of personal data in the setting 

• Limits on what, where and when technology can be used and what for 

• How infringements will be handled, including expected sanctions 
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Online support for e-Safety issues 

• Child Exploitation and Online Protection Centre http://www.ceop.police.uk/ 

• Cybermentors http://cybermentors.org.uk/ 

• Childline http://www.childline.org.uk/ 

• For parents/carers https://www.thinkuknow.co.uk/parents/ 

 

Providing support for the victim 

• Where an incident has involved the victimisation, harassment, alarm or distress of another pupil or 

member of staff support for the victim should be provided. 

• Where the incident involves a member of staff, appropriate support should be obtained. This might be the 

designated staff welfare member or the victim’s union. 

• Where the victim is a pupil, contact family and carer and agree a suitable way forward to facilitate an 

effective closure for the victim to the incident. 

 

In both instances: 

• Implement “restorative practices” procedures. Where the perpetrator agrees, participation in this process 

will be included as part of their reintegration programme following the incident. 

• Where “restorative practice” does not take place then other avenues to support the victim should be tried 

e.g. Cybermentors, Childline. 

• Ensure that the perpetrator is educated about the impact of their actions on the victim. 

• Ensure a fully documented case history of the incident is recorded and secured in the relevant area of the 

school's MIS. 

• Senior staff should consider if an education programme should be implemented as part of PSHE or e-

Safety lessons. 

• Where material has been posted online about a victim, provide support in getting the material removed 

either through discussion with the poster of the material or contact with the service provider. 
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E x a m p l e s  o f  R e s p o n s e s  t o  S p e c i f i c  I n c i d e n t s  
 

Parents or carers have been accused of defaming staff or pupils online 
 

The E-Safety Officer, along with other appropriate staff could contact them and invite them to school to 

discuss: 

 

• “ you have become aware of discussions taking place online…” 

• “you have an open door policy so are disappointed they choose to discuss it online and not approach you 

first 

• “they have signed the home-school agreement which clearly states….” 

• Then attempt a similar approach as would be taken with a pupil posting malicious or threatening 

comment  

• If the above fails then write to them expressing your concerns and suggesting a course of action 

• Speak to legal services for a more formal letter 

 

You are asked what advice you would give to a victim of cyber-bullying: 
• Don't reply to abusive or worrying text or video message 

• Don't delete messages. Keep them for evidence 

• Turn off incoming SMS for a couple of days 

• Visit www.wiredsafety.org 

• Report it to your phone provider 

• Change your number 

• If distressing or persistent tell someone you trust 

• If threatening or malicious report them to the police 

 

Phone Calls 

• Don't hang up. Put the phone down and walk away for five minutes. 

• Tell someone. 

• Use 1471 to try and trace the number if you can 

• Answer the phone only with "Hello". Don't give out your number if asked. 

• Keep your phone with you or in a safe place 

• Use voicemail/answer phone to vet your calls 

• Get an adult to record your greeting 

• Log the calls. Contact the phone operator. Most calls can be traced and malicious calls will be taken 

seriously 

• Keep a note of times, dates and any information and report to the police if the harassment persists 

 

E-mail 

• Never reply to unpleasant or unwanted emails 

• Keep the e-mail as evidence. (printed copy) 

• Tell an adult 

• To find out where the e-mail comes from, click the right mouse button over an e-mail to see details of 

the sender. 

• Get your parent/carer to contact the sender's email provider by writing abuse@ and then the host 

e.g. abuse@hotmail.com or similar service (see sites terms and conditions). 

• Never reply to someone you do not know, as replying confirms your e-mail address.  

 

Web Bullying 

• If the bullying is on a website tell a teacher or your parent/carer. 

• Copy and print the page for evidence. 

• Contact the Internet Service Provider. 

• Use the “Report Abuse” button on the site. 
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Chat Room & Instant Messaging 

• Never give out your name, address, phone number, school name, clubs you attend or password 

online. 

• Use a nickname. 

• Don't give out a photo of yourself. 

• Don't accept email or open files from anyone you do not know. 

• Don’t install applications sent you by “friends” as these can compromise your security settings 

• Remember it might not just be people around your own age in a chat room. 

• Stick to public areas in a chat room and leave if you feel uncomfortable. 

• Tell your parents or carers if you feel uncomfortable. 

• Think carefully about what you write - do not leave yourself open to bullying. 

• Use the “Report Abuse” button. 

 

Always report incidents in writing to the E-Safety Officer; incidents that required immediate attention should 

be reported verbally and then put into writing as soon as possible thereafter. 

 

You are told that an inappropriate website has been accessed unintentionally in by a 

child, young person or member of staff 
• Play the situation down; don’t make it into a drama. Remove the material from the screen as soon as 

possible. 

• Report to the E-Safety Officer, who will decide whether to inform parents of any children who viewed 

the site and give them an opportunity to talk about what they have seen. 

• Inform the technicians and ensure the site is filtered. 

• Report the incident to your line manager. 

 

You are told that an inappropriate website has been accessed intentionally by a child 
• Activate screen saver or turn off monitor to protect others and isolate until you have chance to collect 

evidence. 

• Report to the E-Safety Officer, who will notify the parents of the child. 

• Report the incident onto the school behaviour management system (IRIS).  The Head of Year, together 

with the E-Safety Officer and in reference to the Pupil Acceptable Use Policy will apply agreed 

sanctions. 

• Inform the technicians and ensure the site is filtered if need be. 

• Report the incident to your line manager. 

 

 

You find out that an adult has used computer equipment inappropriately. 
• Remove the PC to a secure place if appropriate. 

• Ensure you have a colleague with you; do not view the misuse alone. 

• Identify the precise details of the material. 

• Report the misuse immediately to the E-Safety Officer and ensure that there is no further access to 

the PC or laptop. 

• The E-Safety Officer will instigate an audit of all computer equipment by the technicians to ensure 

there is no risk of pupils accessing inappropriate materials. 

• The E-Safety Officer, together with the Senior Management Team to take appropriate disciplinary 

action and inform governors of the incident. 

• In an extreme case where the material is of an illegal nature, the E-Safety Officer should contact the 

local police or CEOP and follow their advice. 
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Malicious or threatening comments are posted on an internet site about a pupil or 

member of staff. 
• Secure and preserve any evidence. Take screen-shots or print outs from the page. Note the URL. 

• Report to the E-Safety Officer. 

• The E-Safety Officer will, if possible, ask the poster to remove the material and educate them about 

the impact of their action. 

• The E-Safety Officer could also request that the comments are removed by the site administrators 

using their procedures  

• The E-Safety Officer may seek restorative justice or apply sanctions from the school behaviour policy 

or home school agreement, as appropriate. 

• If serious, the E-Safety Officer may choose to send evidence to CEOP at 

www.ceop.gov.uk/contact_us.html. If this is the case, the E-Safety Officer may ask the school 

technicians to endeavour to trace the origin and inform police as appropriate. 

 

You are told something hurtful has been posted on a social networking site 

• Identify those involved and print out any material evidence 

• Report to the E-Safety Officer 

• The E-Safety Officer will ask the perpetrator to remove material, as expected in school’s Acceptable 

Use Policy and apply related sanctions 

• The E-Safety Officer or one of the E-Safety Working Group may suggest that the victim unfriend/block 

those posting to them, and delete offending posts from their profile (once you have a copy). In 

serious cases they may also be best advised to delete their account and start afresh using a different 

public name 

• If the perpetrator is under the minimum age set in terms and conditions of the site in question, or in 

breach of sites rules on posting of content, the E-Safety Officer should approach the site and ask for 

related posted material to be removed (see sites’ security advice for details how to make these 

requests) 

• If possible, the E-Safety Officer should ensure that the perpetrator is educated in how technology can 

magnify impact, how actions can be perceived differently and also about the impact of their actions 

on the victim. Apply sanctions as laid out in school behaviour policy. 

• The E-Safety Officer may ask appropriate members of staff to help implement the school's 

“restorative practices” procedures. Where the perpetrator agrees, participation in this process will be 

included as part of their reintegration programme following the incident. 

• The E-Safety Officer may decide to involve parents /carers if incident is serious or repeated in the first 

instance; police or social service may have to be involved if there is no resolution possible or in 

serious cases. 

 

You are concerned that a child’s safety is at risk because you suspect someone is using 

communication technologies (such as social networking sites) to make inappropriate 

contact with the child 
• Report to and discuss with the E-Safety Officer, who will discuss this with the named Child Protection 

Officer and contact parents. 

• The E-Safety Officer will advise the child or parents on how to terminate the communication and print 

out or save all evidence. 

• The E-Safety Officer, together with the Child Protection Officer, should contact CEOP 

http://www.ceop.gov.uk/ if contact involves sexual chat, being asked to do something that makes 

them feel uncomfortable or someone being insistent on meeting up. 

• The E-Safety Officer, together with the Child Protection Officer, should consider the involvement of 

police and social services as appropriate. 
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You have lost a laptop or had equipment stolen that may contain records about children 

or staff 
• Report loss to the police and relevant insurers 

• If a mobile phone or mobile broadband was also taken, report to telephone operator so account can 

be stopped 

• Change passwords for services you accessed from the computer (because they may be cached on the 

machine so allow someone access) 

• If many records have gone, notify the E-Safety Officer, so reputational damage can be managed. If 

personal information about staff or children was lost, the school should consider informing them, if by 

doing so they could take action to reduce the risk or effects of misuse 

• The E-Safety Officer will instigate a review of the school’s computer-based estate. As part of the 

process, the Systems Manager will need to ensure personal data is stored securely, preferably in 

encrypted form and the minimum is kept for the appropriate purpose for the shortest time and then 

disposed of in an appropriate manner 
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Current E-Safety Officer 

(Jul 2013):  

Mrs Edis 

F l o w c h a r t  o f  F i r s t  R e s p o n s e  P r o c e s s e s  
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T h e  K i n g  D a v i d  H i g h  S c h o o l  I n fo r m a t i o n  S e c u r i t y  P o l i c y  ( a s  

r e l e v a n t  t o  e - S a f e t y )  

 
 

Contents  
3. Introduction 

4. Organisational Security  

5. Personal Security  

6. Security of Information  

7. Physical Security  

8. Computer Security  

9. Legal Context  

 

1. Introduction  
This Security Policy document summarises what is expected of all King David High School employees in the 

course of their duties and while on school premises. Its aim is to protect the pupils, staff, wider community, 

assets (including information assets), finances and reputation by reducing the risk of:  

• Harm to individuals  

• Accidental loss or damage to assets  

• Unintended change to, or disclosure of, personal and confidential information  

• Deliberate and harmful acts carried out through lack of awareness of their consequences  

 

This policy document provides the information necessary to enable staff and others to meet their general 

responsibility to safeguard the school’s information and other assets.  

 

Any reference to personal data in this document means private information, whether in electronic or written 

form, about identifiable clients, employees, members of the public or any other persons. Sensitive personal 

data includes sensitive information about a living, identifiable individual for example, information which 

relates to their racial or ethnic origin, political beliefs or to their physical or mental health.  

 

2. Organisational Security 

 
Senior Management Team and the Board of Governors are 

responsible for implementing policy and advice. 

Chair, Board of Governors and Senior 

Management Team 

Senior Management Team is responsible for implementing policy 

and advice. 

Senior Management Team 

All senior and middle management must ensure that those who 

report to them are aware of their general responsibilities in respect 

of security and the value of information, and of any issues or risks 

specific to their areas of responsibility. 

All management 

Information security should be a regular item within school 

meetings to ensure that issues of concern are highlighted and 

addressed. 

All management 
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3. Personal Security 

 
Induction training will include security and data protection. All management 

On change of employment, access to computer systems and school 

property issued should be reviewed and returned or cancelled 

where appropriate. 

Senior Management Team and school 

technical staff (under their direction) 

On termination of employment, all school property must be 

returned or accounted for, and computer system access cancelled. 

Senior Management Team and school 

technical staff (under their direction) 

 

4. Security of Information 

 
It must not be assumed that information is a common resource to 

be freely exchanged 

All staff 

Information is an important school asset. Much of the information 

held is available to individual members of the public under the 

terms of the Freedom of Information Act, subject to specific 

limitations and exemptions, in particular: 

• personal data relating to pupils under the age of 18 can only be 

disclosed to the adult/guardian of the pupil it relates to, unless 

there is consent or a legal requirement 

• personal data relating to pupils over the age of 18 can only be 

disclosed to the pupil it relates to, unless there is consent or a 

legal requirement 

• personal data relating to members of staff can only be disclosed 

to the person it relates to, unless there is consent or a legal 

requirement 

• information held in confidence 

All information, whether disclosable or not, must be protected from 

accidental or malicious loss and damage. 

Personal and confidential information must be protected from 

unintended access and disclosure and may only be disclosed to 

persons who can show they have a right to it. 

All staff 

Personal data should not be accessed or viewed without legitimate 

reason. 

All staff 

No personal data should be held on laptop computers or portable 

storage devices (e.g. data sticks, mobile phones) without express 

permission of the E-Safety Officer.  Any data that is stored in this 

way should be securely encrypted and not held for any longer than 

necessary to carry out the identified task(s). 

All staff 

Personal and confidential information in paper files or on 

removable media must be stored away at all times when not in use. 

All staff 
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5. Physical Security 

 
Windows and doors to classrooms must be closed and locked when 

the location is unoccupied. 

All staff 

All staff must be alert to personal and confidential information in 

any form being visible beyond the immediate work area. 

All staff 

 

6. Computer Security 

 
Every user of a system should have their own user name and a set 

of rights appropriate to their work. 

Technical staff 

Access to all computer applications must be controlled and 

protected by secure passwords. 

Technical staff 

Passwords used to protect computer systems: 

• must be a minimum of 8 characters and should include 

uppercase, lowercase, special and numeric characters 

• must not consist of purely dictionary words, personal names or 

words that have associations with individual users 

• must be changed regularly, or as required by particular systems 

• must not be shared with any other person 

• must not be written down in a manner discoverable by any 

other person 

All users 

Computers should be logged out or the screens locked when left 

unattended. 

All users 

All users of mobile equipment, i.e. laptops and smartphones must 

be aware of the additional and significant risks of: 

• theft (including theft from school premises) 

• loss of equipment 

• information “leakage” through being overlooked or overheard 

or interception 

• • the opportunity for hacking presented by Bluetooth or Wi-Fi 

All users 

Working at home must be carried out with similar consideration for 

security as school-based working. 

 

Staff transferring personal data from school to their own computer, 

data stick or mobile phone etc. should be aware that they are 

personally liable for any legal consequences and need to take 

appropriate precautions accordingly. 

All staff 

Staff who choose to use their own home computers for ad hoc work 

purposes must ensure that: 

• the operating system and application software are patched 

regularly and that anti-virus, anti-spyware, and personal 

firewalls are installed and up to date 

• family members are not able to view and confidential data 

• confidential data is transferred and deleted securely at the end 

of a working session 

All staff 

Emails that are obviously spam should not be opened, but sent to 

Junk. 

All staff 

Unexpected and unsolicited attachments to emails should not be 

opened and similar links to websites should not be followed. 

All staff 
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No software should be installed or executed on a school-owned 

computer without the agreement and assistance of the Computing 

technical staff. 

All staff 

No hardware should be installed or attached to the council network 

without the agreement and assistance of the Computing technical 

staff. This includes Bluetooth and Wi-Fi adapters, personal laptops, 

IPods, personal cameras etc. 

All staff 

Anyone becoming aware of an incident or event that could 

compromise the security of their computer should report it to the 

Computing technical staff and E-Safety Officer. 

 

Such incidents include, but are not limited, to: 

• unauthorised access or attempted access to computer systems 

• unauthorised access to personal data in any medium 

• accidental loss or disclosure of personal data 

• presence of a computer virus or spyware 

• equipment confiscated or inspected 

All users 

 

7. Legal Context 

 
Data Protection Act 1998 

• Requires the registration of information assets and the purposes for which they will be used. Gives limited 

access to this information to the subject of the records. This requires a disclosure of purpose at point of 

capture, for all personal data (which includes photos and CCTV footage) and in general limits use to 

contracted services within the EU. 

 

Telecommunications Act 1984  

Computer Misuse Act 1990 

• Can be used to act against anyone deliberately gaining inappropriate access to information or not using 

that access for the intended purpose, that being deemed fraudulent use. It also covers situations where an 

employee breaches trust given to them. This includes hacking of social networking accounts. 

 

The Copyright, Designs and Patents Act 1988 

Copyright (computer Programs) Regulation 1992 

Copyright and Rights in databases regulation 1997 

The Copyright and Trademarks Act 2002 

EU Electronic Commerce Regulations 2003 

EU Copyright Directive 2003 

EU Software Patents Directive 

EU Intellectual Property Directive 

• Certain assets (software, music, poems, books, and broadcasts) fall under Copyright and or Patent. This 

protects the property rights (i.e. control over sale, price and distribution or replication) of the Copyright or 

Patent owner for a number of years from the assets first issue. Breaking copyright or patent constitutes 

theft. The act limits the circumstances of copying Copyright items and prohibits others and places the 

onus on the user or copier to prove legitimate ownership. 

• They also define what level of novelty in these items constitutes a product on which a Patent may be 

made. The acts give a right to seizure of assets that illegally make use of copyright or replica patent 

material (e.g. PCs). It is also illegal to break copyright mechanisms or publish weaknesses in them. The acts 

allow courts to instruct public apologies to be made via media advertisements. 

 

Cadres Online vs Keljob December 2000 

• This extends Copyright to cover web links so that links should only be made to a sites main page if no prior 

permission is given. 
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Regulation of Investigatory Powers Act 2000 

Telecommunications Lawful Business Practice Interception of Communication Regulations 2000 

• Affords employers and some other agencies that have clear policies some surveillance rights over work 

carried out from their premises for the purpose of covering holiday and to protect the employer’s 

reputation or other employees, but these are tempered by Data Protection and Human Rights Act. In 

practice also requires either copies of cipher keys or breakable keys to be used as there is a requirement 

to produce decrypted versions of all documents 

 

Education Bill 2012 

• The Act gives Head teachers (or those they authorize) certain rights to search pupils and confiscate 

“prohibited” items from pupils where they may be harmful or detrimental to school discipline. It also 

required them to act even to events such as bullying that occur outside of school but affects pupils. The 

bill is set to strengthen powers by extending them to all situations where there are “reasonable grounds 

to suspect the device has been, or is likely to be, used for purposes which are unlawful or contrary to the 

school rules”'. 

 

Crime and Disorder Act 1998 

• An ASBO can be made against any person, aged 10 years or over, where there is evidence that their 

behaviour caused, or is likely to cause, harassment, alarm or distress to others and where an order is 

needed to protect person(s) from further anti-social acts (including Cyber-bullying). 

 

Communications Act 2003: Section 127 

• This makes it an offence to send a message or other matter by a public electronic communications 

network a message that is grossly offensive or of an indecent, obscene or menacing character (or to cause 

such message or matter to be so sent). 

• It also makes it an offence to for the purpose of causing annoyance, inconvenience or needless anxiety to 

another, to send (or cause to be sent) by a public electronic communications network a message that is 

known to be false or persistently makes use of a public electronic communications network. 

 

Defamation Act 1996 

• This allows a defence for where hosts unwittingly hold defamatory material, but once the host knows that 

the material is there and that it may be defamatory, it may become liable for a removal order or to be 

sued for damages (if it is in a jurisdiction that recognises defamation). 

 

Telecommunications Regulations 1999 

The EU Communication Privacy Directive 2002 

The Privacy and Electronic Communications Regulations 2003 

• Requires Opt in for junk faxes and opt out for other junk lists (including web or email based Spam lists). 

Also requires fore warning about the use of cookies on a web site and also requires a method for disabling 

their use. All junk to become opt in and have clear unsubscribe method. Unsolicited junk mail only to be 

sent on like goods or services to that purchased. Sender must be clearly identified and provide a valid 

address for correspondence. 

 

Good Practice Guide for Electronic Evidence 2003 

• This provides guidance from the NHCTU on what to do to gather evidence in a way that does not 

compromise criminal proceedings.  

 

The Employment Practices Data Protection Code 2003 

• This provides guidance on what employers should do to show due diligence in complying with the 

sometimes conflicting restrictions on monitoring employees activity   
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A c c e p t a b l e  U s e  P o l i c i e s  
Acceptable Use Policy for School Staff 
 

All staff requiring access to the school system should sign a copy of this Acceptable Use Policy for School – Staff 

and return it to the E-Safety Officer. 
 

I confirm that I have read and understood the King David High School E-Safety Policy and Electronic 

Communications Guidance for School Staff and that I will use all means of electronic communication 

equipment provided to me by the school and any personal devices which I use for school activity in accordance 

with the document. In particular:  

• Any content I post online (including outside school time) or send in an e-mail will be professional and 

responsible and maintain the reputation of the school 

• To protect my own privacy, I will use a school e-mail address and school telephone numbers (including 

school mobile phone) as contact details for pupils and their parents.  

• If I use instant messaging, chat rooms, webcams or forums for communicating with pupils or parents, it 

will only be via the school’s accredited system or VLE  

•  I will be circumspect with regard to my own personal use of social networks, be cautious in dealing with 

parents who may also be personal friends and will not befriend pupils (other than members of my direct 

family) 

• I will only use my personal mobile phone during non-teaching time; it will be kept on silent mode during 

lessons, except in an emergency situation with the agreement of my line manager  

• I will not use my personal mobile phone or other electronic equipment to photograph or video pupils  

• I will take all reasonable steps to ensure the safety and security of school computer equipment, which I 

take off site and will remove anything of a personal nature before it is returned to school  

• I will take all reasonable steps to ensure that all laptops and memory devices are fully virus protected and 

that protection is kept up-to-date  

• I will report any accidental access to material which might be considered unacceptable immediately to my 

line manager and ensure it is recorded  

• I will do my utmost to ensure that my log-in password to the school’s systems remains secure and 

confidential; I will follow the  good practice guidance for school staff 
 

The computer network and laptops are owned by the school and may be used by children to further their 

education and by staff to enhance their professional activities including teaching, research, administration and 

management. The school’s lnternet Access Policy has been drawn up to protect all parties - the pupils, the staff 

and the school. 
 

I confirm I have read the King David High School Information Security Guidance for Staff and will implement 

the guidelines indicated. In particular:  

• Confidential school information, pupil information or data which I use will only be stored on a device 

which is encrypted or protected with a strong password. Computers will have a password protected 

screensaver and will be fully logged off or the screen locked before being left unattended  

• I understand that I have the same obligation to protect school data when working on a computer outside 

school  

• I will not electronically publish details of confidential school information, pupil information or data outside 

the school’s accredited system or send these details by e-mail to anyone outside the school system 

without the agreement of my line manager 

• I will report immediately any accidental loss of confidential information so that appropriate action can be 

taken  
 

I understand that the school may monitor or check my use of Computing equipment and electronic 

communications.  
 

I understand that by not following these rules I may be subject to the School’s disciplinary procedures.  

 

Full name: ................................................................................................................................................  
 

Signed: ....................................................................  Date: .......................................................  
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Acceptable Use Policy for Temporary or Supply Staff and Visitors to School  

 
As a visitor to the school I recognized that it is my responsibility to follow school e-Safety procedures and that I 

have a responsibility to ask for advice if I am not sure of a procedure.  

 
I confirm that I will use all electronic communication equipment provided by the school, and any personal 

devices which I bring into in school, in a responsible manner and in accordance with the following guidelines:  

• I will only use the school network for the purpose I have been given access, related to the work I am 

completing in the school.  

• I will not use a personal computer I have brought into school for any activity which might be in conflict 

with my presence in the school.  

• I will not use my personal mobile phone or other electronic equipment to photograph or video pupils.  

• I will not publish photographs or videos of pupils without the knowledge and agreement of the school or 

the pupils concerned.  

• I will not give my personal contact details such as e-mail address, mobile phone number, IM account 

details to any pupil or parent in the school. Contact will always be through a school approved route. I will 

not arrange to VC or use a web camera with pupils unless specific permission is given.  

• I will take all reasonable steps to ensure the safety and security of school computer equipment, including 

ensuring that any personal devices or memory devices I use are fully virus protected and that protection is 

kept up-to-date.  

• I will only use my personal mobile phone during non-teaching time; it will be kept on silent mode during 

lessons except in an emergency situation with the agreement of my line manager.  

• I will report any accidental access to material which might be considered unacceptable immediately to a 

senior member of staff and ensure it is recorded.  

• If I have access to any confidential school information, pupil information or data it will only be removed 

from the school site with permission and if so, it will be carried on a device which is encrypted or 

protected with a strong password.  

• I will report immediately any accidental loss of confidential information to a senior member of staff so 

that appropriate action can be taken.  

• I understand that I have a duty of care to ensure that pupils in school use all forms of electronic 

equipment and devices safely and should report any inappropriate usage to a senior member of staff. 

• I will not publish or share any information I have obtained whilst working in the school on any personal 

website, blog, social networking site or through any other means, unless I have permission from the 

school.  

 

I understand that the school may monitor or check my use of Computing equipment and electronic 

communications.  

 
I understand that by not following these rules I may be subject to the disciplinary procedures.  

 

Full name: ................................................................................................................................................  

 

Signed: ....................................................................  Date: .......................................................  
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Acceptable Use Policy for Pupils 

 
I understand that use of the Internet and electronic communication is granted to me as a privilege, in return 

for my acceptance of the agreement. Any misuse on my part may result in loss of that privilege and other 

sanctions being taken. This also applies to any activity undertaken outside school which contravenes the 

acceptable use rules of the school. 

 

All online activity will be appropriate to: 

• ensure the-Safety and security of the school system 

• ensure respect for all members of the community 

• maintain the reputation of the school 

 

In particular this means: 

• I will only access the school computer system and Internet via my authorised account and password, 

which I will not make available to others. 

• I will ensure that I do not wilfully damage the system by means of malicious code (e.g. virus infections, 

malware etc.), hacking or physical tampering.  

• I will not bring in CD-ROMs or pen drives from outside school and try to use them on the school 

computers without ensuring that they are virus checked first. I will not use the CD-ROMs or pen drives to 

install executable programs on the school network or to copy programs from the school network onto the 

drives. 

• I will not wilfully interfere with and/or delete another person’s work files or access other people's files, 

unless they have been posted onto the Resources area or VLE for this express purpose.  I will not disrupt 

another person’s legitimate access to the computer system. 

• I will not send or forward messages, publish or create material which is offensive, hurtful or otherwise 

upsetting to another person. Nor will I post anonymous messages or forward chain letters. I will 

immediately report any unpleasant messages sent to me. 

• I will not intrude on the privacy of others electronically, whether they are fellow pupils or members of 

staff, whether this occurs within or external to the school system. 

• I will only e-mail people on the school system or I will obtain permission to e-mail people outside the 

school system for educational purposes. 

• I will not give my full name, my home address or telephone number on an e-mail. I will not use school e-

mail facilities to arrange to meet someone outside school hours. 

• Language which I use in electronic communication will be appropriate and suitable, as for all school work. 

• I will only use the Internet when it is part of the lesson or is required for my education, e.g. as a research 

tool. 

• I will not use the computers to play on-line games or visit commercial sites during lessons without 

permission and a clear educational reason to do so. 

• I will not use mobile phones, cameras or other electronic devices to take, publish or circulate pictures or 

videos of anyone without their permission. 

• I will respect copyright of all materials. 

 

In addition I understand that: 

• Use of the network to knowingly access inappropriate materials such as pornographic, racist or offensive 

material is forbidden and may constitute a criminal offence. 

• Guidelines for safe use of the Internet will be followed and I will report any materials or conduct which I 

feel is unacceptable. 

• The school reserves the right to examine or delete any files that may be held on its computer system, to 

monitor any Internet sites visited and e-mails exchanged and, if necessary to report anything which may 

constitute a criminal offence. 

 

 

Full name: ................................................................................................................................................  

 

Signed: ....................................................................  Date: .......................................................  
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E-Safety Policy 

Letter for Parents 

The King David High School
 
 

Head Teacher: 

Mr. B. N. Levy. B.Ed. 

 
<date> 

 

 

Dear Parents, 

 

SAFE USE OF THE INTERNET AND 

As part of the National Curriculum, pupils use computers in school to access the Internet and to send e

about safe use of these facilities is included as part of the curriculum. Your child will be introduced to e

and progressive way through school to help them understand how to keep themselves safe when using the Internet and other 

electronic devices. We will ensure that safe use is always included when new activities are introduced to pupils.

 

As part of our commitment to their safety, we

access is provided by Manchester LEA through a filtered system which prevents access to the majority of undesirable 

material. However there is always a small chance that undes

children what to do should this occur. We will educate pupils to act responsibly on the Internet and to understand some of 

the risks involved. When pupils use e-mail or other forms of elect

way. 

 

Many children have access to the Internet outside school, some via their mobile phones. You should be aware this offers 

pupils much more freedom to use the Internet and consequently more 

considered unsuitable. Pupils may also use this freedom to make contact with people they do not actually know, although 

they may consider them their friends, because they make contact with them on a re

these facilities (such as MSN, text messaging, cameras on mobile phones or social network sites such as Facebook) to send 

upsetting messages or publish things about other pupils which could count as bullying.

 

We will teach pupils about ‘cyberbullying’ and the danger of making contact with strangers online as part of the curriculum. 

We want you to know that we take any activity of this kind seriously even if it takes place outside school, as it can be 

seriously upsetting for the recipient. We would contact you if an issue of this kind were to arise and would ask for your 

support in dealing with issues. 

 

We also ask that you are aware that there may be occasions when you post material on the Internet that could endange

child and that images and messages that can identify a child and his/her whereabouts (such as the school being attended) can 

make the child vulnerable to unwanted attention.

 

I enclose a copy of the Acceptable Use Policy that we operate at our schoo

 

Yours faithfully 

KING DAVID HIGH SCHOOL 

 

 

 

 

 

B N Levy 

Headteacher 

 
EATON ROAD, CRUMPSALL, MANCHESTER, M8 5DY

Tel: (0161) 740 7248   Fax: (0161) 740 0790

City of Manchester Education Committee

 

22 July 2013 Created by E

 

King David High School

SAFE USE OF THE INTERNET AND E-MAIL IN SCHOOL
 

Curriculum, pupils use computers in school to access the Internet and to send e

about safe use of these facilities is included as part of the curriculum. Your child will be introduced to e

gh school to help them understand how to keep themselves safe when using the Internet and other 

electronic devices. We will ensure that safe use is always included when new activities are introduced to pupils.

As part of our commitment to their safety, we ensure that access to the Internet has a valuable educational purpose. Internet 

access is provided by Manchester LEA through a filtered system which prevents access to the majority of undesirable 

material. However there is always a small chance that undesirable material can get through the filters, but we will teach the 

children what to do should this occur. We will educate pupils to act responsibly on the Internet and to understand some of 

mail or other forms of electronic communication, this will be in a carefully controlled 

Many children have access to the Internet outside school, some via their mobile phones. You should be aware this offers 

pupils much more freedom to use the Internet and consequently more ready access to material and activities which might be 

considered unsuitable. Pupils may also use this freedom to make contact with people they do not actually know, although 

they may consider them their friends, because they make contact with them on a regular basis. Pupils may also use some of 

these facilities (such as MSN, text messaging, cameras on mobile phones or social network sites such as Facebook) to send 

upsetting messages or publish things about other pupils which could count as bullying. 

ll teach pupils about ‘cyberbullying’ and the danger of making contact with strangers online as part of the curriculum. 

We want you to know that we take any activity of this kind seriously even if it takes place outside school, as it can be 

ting for the recipient. We would contact you if an issue of this kind were to arise and would ask for your 

We also ask that you are aware that there may be occasions when you post material on the Internet that could endange

child and that images and messages that can identify a child and his/her whereabouts (such as the school being attended) can 

make the child vulnerable to unwanted attention. 

I enclose a copy of the Acceptable Use Policy that we operate at our school, which your child is expected to follow
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King David High School 

IN SCHOOL 

Curriculum, pupils use computers in school to access the Internet and to send e-mail. Teaching pupils 

about safe use of these facilities is included as part of the curriculum. Your child will be introduced to e-Safety in a planned 

gh school to help them understand how to keep themselves safe when using the Internet and other 

electronic devices. We will ensure that safe use is always included when new activities are introduced to pupils. 

ensure that access to the Internet has a valuable educational purpose. Internet 

access is provided by Manchester LEA through a filtered system which prevents access to the majority of undesirable 

irable material can get through the filters, but we will teach the 

children what to do should this occur. We will educate pupils to act responsibly on the Internet and to understand some of 

ronic communication, this will be in a carefully controlled 

Many children have access to the Internet outside school, some via their mobile phones. You should be aware this offers 

ready access to material and activities which might be 

considered unsuitable. Pupils may also use this freedom to make contact with people they do not actually know, although 

gular basis. Pupils may also use some of 

these facilities (such as MSN, text messaging, cameras on mobile phones or social network sites such as Facebook) to send 

ll teach pupils about ‘cyberbullying’ and the danger of making contact with strangers online as part of the curriculum. 

We want you to know that we take any activity of this kind seriously even if it takes place outside school, as it can be 

ting for the recipient. We would contact you if an issue of this kind were to arise and would ask for your 

We also ask that you are aware that there may be occasions when you post material on the Internet that could endanger your 

child and that images and messages that can identify a child and his/her whereabouts (such as the school being attended) can 

l, which your child is expected to follow. 
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P u p i l  E - S a f e t y  A u d i t  2 0 1 3  

 

Survey 
 

Below is a survey of the school body, undertaken in January 2013.  The survey was anonymous and conducted 

on all pupils from Years 7 to 13 in the Main School, Yavneh Boys and Yavneh Girls. 
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Results: 
 

1. 100% of pupils use the internet at home 

2. 42% play games on-line; 81% watch videos on-line; 36% post information on-line; 72% chat on-line; 88% 

research on line; 45% post pictures/videos on-line 
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3. 3% think the internet is like an animal; 80% think Internet is like a big brain; 18% think Internet is like a box

  

3%

80%

17%

Metaphor to understand the Internet

% think Internet is like an animal % think Internet is like a big brain % think Internet is like a box
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4. 93% use computer; 24% use X-Box; 78% use mobile phone; 7% use PlayStation; 66% use iPod / iPad; 5% 

use Nintendo DS 
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5. 92% use devices in bedroom (unsupervised) 
 

6. 81% use games or other chat sites 

 
7. 14% use Skype; 28% use Twitter; 3% use Tumbler; 28% use YouTube; 14% use game sites; 38% use 

miscellaneous chat rooms; 64% use Facebook; 55% use more than 1 game site or use other chat sites  
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8. 30% talked to someone on-line that they have not met 

9. 20% talked to someone weekly on-line they have not met  

10. 97% have mobile phone.  Of these, 20% have a Blackberry, 24% have an iPhone and 41% have other types 

of Smartphone (Android) 
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11. 31% have put a video on YouTube 

12. 31% have come across cyber-bullying 

13. 14% admitted to having said “something mean” on the internet  

14. 15% have come across masquerading 

15. 85% of pupils suspicious of a person on the internet would tell someone about this, but a worrying 15% 

would not talk to anyone about their concerns 

16. Of the 85% who would speak to someone, 64% identified that they would tell their parents, 3% would tell 

other members of the family, 12% would tell a teacher, 11% would tell friends, 8% would go to the police 

and 5% would tell another responsible adult  
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17. Pupils identified the average number of Facebook friends they had as 350.  47% said that they had more 

than 100 Facebook friends and identified personally knowing about 77% of them; 27% said that they had 

more than 300 Facebook friends and identified personally knowing about 79% of them; 14 % said that 

they had more than 500 Facebook friends and thought that they personally know 90% of them. 
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18. 14% of pupils admitted to not knowing all their Facebook friends. 

19. 98% claim to know how to use Facebook privacy settings . 

20. Of those who access Facebook, 48% use a computer, 46% access by mobile phone and 6% use both 

methods. 
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Summary 

 
The findings of the survey suggest that many of the pupils in school are vulnerable when using the Internet 

and, as they have regular access through their computers and mobile phones, often unsupervised, it is 

important to highlight the dangers to them and put in support mechanisms. 

 

All pupils have access to the internet and almost all have mobile phones.  They use the internet for a range of 

tasks, including research and chatting on social networks. 

 

Despite their vast experience, the response to question 3 indicates that over 80% of pupils have not absorbed 

the fact that the internet is fallible and produced by people, making them more vulnerable to accepting 

material on the internet at face value.  

 

Pupils are extremely active on-line and particularly in using Facebook; almost all state that they know how to 

use Facebook’s privacy settings.  Many have a great number of friends, but the response to question 17 is 

particularly concerning, as it is statistically opposed to what we should find, indicating either naivety or 

defensiveness on the part of the respondent.  Coincidentally, the same proportion of pupils who said that they 

had over 500 friends, also stated that they did not know all their friends, but only 5% of pupils in this category 

admitted to not knowing all their Facebook friends. 

 

Nearly a third of pupils have come across cyber-bullying and 14% have admitted to using the internet to voice 

negative feelings about someone else. 15% also stated that they had suspected someone of masquerading 

(pretending to be someone that they are not). 

 

One of the most worrying aspects of the replies was that 15% of the pupils said that they would not tell anyone 

else if they had concerns about what they had come across on-line.  Of those who said that they would speak 

to someone, parents were by far the most popular response at 64%, but teachers were the second most 

popular port of call at 12%. 

 

As a result of the survey, it is clear that the school still has a long way to go to enable our pupils to be safe on-

line.  Pupils need to build their “on-line street smart” antennae and how the school promotes these skills is of 

immediate concern, as is the need to promote an environment where those 15% who would remain silent feel 

that they have the confidence to seek support.   

 

With parents as the first port of call in the majority of instances, it is important for the school to be able to 

provide them with guidance, if they feel that they require this. Additionally, as pupils may turn to a teacher for 

assistance in the first instance, the school must make sure that the staff are fully trained and able to cope in 

what could be a difficult situation. 
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List of Personnel Roles as of July 2013 
 

E-Safety Officer .............................................................................................................................. Mrs H Edis 

E-Safety Governor ..................................................................................................................................... TBC 

Deputy Head teacher ..................................................................................................................... Mrs H Edis 

Child Protection Officer ................................................................................................................. Mrs H Edis 

Head of ICT/Computing .............................................................................................................. Mrs B Kesler 

School VLE Manager .................................................................................................................... Mrs S Haley 

School Website Manager ............................................................................................................. Mr B Kayser 

E-Safety Working Group................................................................................................................. Mrs H Edis 

 .................................................................................................................................................... Mrs B Kesler 

 .............................................................................................................................................. Mrs J Partington 

 ..................................................................................................................................................... Mr H Marks 

 ..................................................................................................................................................... Mr B Kayser 

 ..................................................................................................................................................... Mrs S Haley 

 ............................................................................................................................................... Governor - TBC 

Head Teacher .................................................................................................................................. Mr B Levy 

Senior Management Team (SMT) ................................................................................................... Mr B Levy 

 ....................................................................................................................................................... Mrs H Edis 

 .................................................................................................................................................. Mr G Aldcroft 

 .................................................................................................................................................... Mrs J Turner 

 ................................................................................................................................................... Mrs T Basger 

 ............................................................................................................................................... Mrs E Mulgrew 

Middle Management .............................................................................................. All Heads of Department 

Systems Manager .................................................................................................................. Mrs J Partington 

Computer Technicians .......................................................................................................... Mrs J Partington 

 ..................................................................................................................................................... Mr H Marks 


